Suggested Contractor File Folder Headings

1. Facility clearance

2. Personnel clearances/Education

3. Personnel Clearance Inactive terminated

4. Self-inspection

5. Standard Practice Procedures (SPP}

6. Security Correspondence

7. Visit Letters - Incoming

8. Visit Letters - Incoming Foreign

9. Visit Letters - Outgoing

10. Visit Letters - Outgoing Foreign

11. DD Form 254 - Active Contracts

12. DD Form 254 - Completed Contracts/Retention Issues

13. Security Container Combination Change Record

14. Facility Clearance Verifications

15. Classified Document Receipt and Dispatch Record

16. Receipts - Outgoing

17. Receipts - Outgoing - Suspense

18. Controlled Area Assignments

19. Destruction Certificates

20. AIS accreditation Letter

21. Industrial Security Letters

22. Blank Forms

Suggested Contractor File Folder Headings

(File folders #1 through #6 and #11 should be maintained by all cleared facilities.)

Folder #1 - Facility Clearance

1. Every folder should have:

a. DSS Form 381-R, Letter of Notification of Facility Clearance

b. DD Form 441, DOD Security Agreement, or DD Form 441-1. Appendage to Security Agreement (If operating as a division or operating location of an MFO)

c. Key Management Personnel (KMP) List (all key management personnel)

d. DD Form 441s or SF 328, Certificate Pertaining to Foreign Interests

2. The following should be retained when applicable:

a. Resolution for Exclusion of Certain Officers and/or Directors

b. Non-Disclosure Certificates

c. Letter temporarily Excluding Certain Officers and/or Directors from access to Classified Material Pending a formal resolution by the Board of Directors

d. Board Resolution Designating Executive Committee

e. Resolution for Exemption of Parent Organization

f. Subsidiary Board Resolution Noting Parent's Exclusion and Resolution to exclude Parent Organization

g. Certificates by Officers and/or Directors (Interlocking Officers and/or Directors)

h. Resolution of the Board of Directors of a Subsidiary Noting nondisclosure Certificates by Cleared KMPs serving in the same or similar capabilities or positions with both the subsidiary and Parent organization (Interlocking Officers and/ or Directors)






i. Certificates of foreign Representatives

j. Resolution by the BoC8'd of Directors Noting. A Representative of Foreign Interest Certificate. 

k. Certificate Covering licenses, Patents, and other Foreign Affiliations (Resolution by the Board of Directors)

l. Letter indicating Assignment of Case code.

Folder #2 - Personnel Clearances/Security Education

1. Top Secret/Secret/Confidential

a. DISCO Form 560 - Letter of Consent

b. SF 312 - Non-disclosure Agreement (Although requirement is that this form be forwarded to DISCO, retaining a copy is a good idea) 

c. For in process clearances submitted via EPSQ, retain an original, signed copy of the SF 86 and Authority for Release of Information and Records until the clearance process has been completed.  

2. Record of any additional required briefings. I.e., NATO. Foreign government information, COMSEC, etc.

3. Suggest maintaining a copy of any outgoing Visit Authorization Letters on cleared employee (thus you will haw a reminder should you have to cancel or change any of the previously provided information)

4. Consultant information such as the DISCO Form 560 and a copy of the consultant agreement.

5. Additional guidance for Clearance Records :

a. DISCO Form 562 - Personnel Security Clearance Change Notification (Used for Multi-faci1ity transfers. Change of Name. Termination. Administrative Downgrade. Revalidation of administrative downgrade. Citizenship Change. Social Security Number Correction. Request for Duplicate Letter of consent Date and Place of Birth Change. Employee Status Change)

b. Place in alphabetical order by last name - could also segregate alphabetically by clearance level or color coded folders

c. Suggest keeping a list of those personnel cleared since the last review

6. Copies of any security violations for which the employee is culpable, thus allowing you to track any patterns of deliberate disregard of security procedures (suggest you maintain a listing of all security violations that have occurred since the last review.)

Folder #3 - Personnel Clearances (Inactive/Terminated) 

1. DISCO Form 562, Personnel security Clearance Change Notification indicating date of termination or death (SF 312. Non-disclosure Agreement is forwarded to DISCO if originally signed prior to August 1995)

2. Suggest keeping a listing of personnel terminated since the last review

3. You are not, required to keep the terminated DISCO form 560; destroy as you would any other personnel form.  

4. Keep a copy of the SF 86 and signed release form.

Folder #4 - Self Inspection

1. NISPOM paragraph, 1-207b states: Contractors shall review their security system on continuing basis and shall conduct a formal self-inspection at intervals consistent with risk management principles.

2. Suggest placing a copy of the Self-Inspection Handbook from Security Awareness Bulletin June 1995, ISL Number 1-95. This handbook is a helpful guide in performing your Self-inspection.

3. Suggest you maintain a record of the date of your last Self-inspection

Folder #5 Standard Practice procedure (SPP)

1. NISPOM paragraph 1-202 states: The contractor shall implement all items of the manual applicable to each of its cleared facilities. Written procedures shall be prepared when the FSO believes them to be necessary for effective implementation of this manual or when the cognizant security office (CSO) determines them to be necessary to reasonable foreclose the possibility of loss or compromise of classified information. 

2. Discuss this requirement with your Industrial security Representative and decide whether or not an SPP would be of benefit. 

Folder #6 – Security Correspondence.

1. File by the latest date on top.

2. All material in this folder should be reviewed for disposition during each Self-Inspection security review.

(The file folders identified on the next several pages should be maintained only if they apply to your facility) 

 Folder #7 - Visit Letters (Incoming) - Place in order by the date of the letter, last date on top, or in alphabetical order by the visitor’s name.

Folder #8 - Visit Letters (Incoming Foreign) - Pertains to personnel visiting your facility from foreign countries. Place in order by the date of the letter, last date on top, or in alphabetical order by the visitor's name.

Folder #9 - Visit letters (Outgoing) - Place in order by the date of the letter, last date on top, or in alphabetical order by the visitor's name. Extra copy may be placed in a suspense file as a reminder to renew.

Folder #10- visit letters (Outgoing Foreign) - Pertains to employees making visits described in Chapter 10, Section 5. Paragraph 10-502. NISPOM.

Folder #11 - DD Form 254 (Active Contracts)

1. DD Forms 254 pertaining to active contracts, RFQs. RFPs. and IFBs. File in Numerical order by last four or five Numbers of contract. RFQs, RFPs, or IFBs. Separate by categories listed above.

2. A listing of the classified contracts should be placed In the front of these folders.

Folder #12 - DD Form 254 (Completed contracts/Classified Material Retained). 

1. DD Forms 254 pertaining to active contracts, RFQS, RFPs, and IFBs. File in numerical order by last four or five numbers of contract, RFQs, RFPs, or IFBs. Separate by categories listed above.

2. Letter requesting authority to retain classified material. NOTE: You have an automatic two year retention authority from the end of the contract UNLESS you hear otherwise from your GCA or prime contractor or you have a Final DD Form 254 authorizing retention of classified material beyond the automatic two year retention period.  

3. Staple all applicable items together by contract and file by date the materials are authorized to be retained.

Folder #13 - Security Container Combination Change Record

A record indicating the date of changes of security container combinations is optional. Chapter 5. Section 3. Paragraph 5-309, NISPOM, lists the events that do require the combination to be changed. Note: Combinations for containers storing NATO classified information will be changed annually (NISPOM paragraph 10-711b).

Folder #14- Facility clearance/Safeguarding Verifications

Verifications of facility clearances and safeguarding capabilities of prospective subcontractors, subcontractors, or facilities to whom classified material is to be sent.

Folder #15- Classified Document (or Hardware) External Receipt 4 Dispatch Records

1. Record must include :

a. Date of Material

b. Date of Receipt

c. Date of Dispatch

d. Classification Level of the Material

e. Unclassified Description of the Material

2. Activity from which material was received

f. Activity to which material was dispatched

g. Disposition of Material  (Top Secret only)

2. With Top Secret material, a continuous receipt system must be maintained both inside and outside of the facility.

3. Top Secret material shall be numbered in a series.

4. The copy Number shall be placed on Top Secret documents and on all associated transaction documents.

Folder #16 - Receipts (Outgoing)

1. File in order by the date of the signed classified document receipts (not to be confused with the us Post Office mail receipt), latest date on top, or place in numerical order by the control number.

2. Place the date the signed receipt was returned on the receipt. 

3. Include the control number assigned by the facility on the receipt.

4. Include the words "last item" under the last document listed on the form.

Folder #17- Outgoing Suspense

1. File in chronological order by the date the documents were sent out with the earliest date on top.

2. Check weekly. Follow-up letter should be forwarded to addressee if signed receipt is not received in a reasonable length of time.

3. Remove and destroy when signed receipt is received.

Folder #18 - Controlled Area Agreements

Retain a copy of the DSS Form 147. Controlled Area Agreement issued by the Cognizant Security Office.

Folder #19 - Destruction Certificates

1. File in order by the date the material was destroyed, with the last date on top.

2. Include the control number assigned by the facility on the destruction certificate.

3. Include the words "last item" under the last document listed on the form. 

4. The destroying and witnessing official will sign each page of the destruction certificate.  

5. Destruction certificates may be numbered with the last digits of the year followed by a dash and document sequence (E.g. 00-01.00-02500-03. etc.).  Note: Could annotate/sign Top Secret Accountability Record or External Receipt and Dispatch instead of above.

Folder #20 - automated Information Systems (AIS) Accreditation

1. File all authorizations received from the Defense Security Service Field Office for the use of AIS equipment for processing classified material.

2. File in order by date of the authorization or by system number or identification.

Folder #21 - Industrial Security Letters

File all Industrial Security Letters published from January 1995 to the present, with the most currant date on top.

Folder #22 - Blank Forms

Establish a separate folder for each form utilized by your facility to maintain its facility clearance (SF 328. DIS Form 147, etc.) 

