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Special Purpose Chamber (SPC) Definition @

/\\

 SPCs are a unique type of container that is necessary to develop, test, and
manufacture classified components required for Government programs and to
support the testing and manufacturing of classified material (equipment,
electronics, and components).

 SPCs are enclosures of various sizes and construction and used for a wide range
of purposes where classified material requires testing in controlled environmental
conditions to ensure their operation in extreme heat or cold, high or low humidity,
or other conditions required during the manufacturing process.

e They include but are not limited to, those used during manufacturing or
environmental testing, vibration, and ovens utilized to bake materials.

« SPCs shall not be approved for permanent storage of classified material.
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SPC Guidance @
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» The following provides guidance for the safeguarding of SECRET and
CONFIDENTIAL material in SPCs during testing and manufacturing.

« SPCs are not GSA approved security containers.

* Due to the lack of guidance in the 32 CFR Part 117 NISPOM on safeguarding
SECRET and CONFIDENTIAL material in SPCs this training provides guidance
on approving these chambers as open storage areas (OSA).

* Intent is to protect classified material (SECRET and CONFIDENTIAL) where the
material requires safeguarding during testing and manufacturing and the
chambers is not located in an existing approved “open storage area” or it is cost
prohibitive to station guards.
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SPC Approval @
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« SPCs may be approved by the Defense Counterintelligence and Security Agency
(DCSA) Industrial Security Representative (ISR) as open storage areas.

« Contractor self-approval of SPCs is not authorized.

« Establishing SPCs requires a collaborative effort between the ISR and the Facility
Security Officer (FSO), but the final decision regarding the SPC’s safeguarding
capabilities and construction requirements rests with the ISR.

 Where SPCs do not meet the criteria outlined in this training, the cleared
contractor may submit documentation to DCSA for a waiver to 32 CFR Part 117
NISPOM requirements.
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Requirements @
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 Where SPCs are used, the following requirements apply and must, where
applicable, be reflected in the company’s Standard Practices and Procedures

(SPP) and in place prior to requesting approval by DCSA.

— SPCs are used only for testing or manufacturing of classified material and not for
permanent storage.

— Access to the SPCs must be controlled to preclude unauthorized access.

— SPCs storing SECRET material during testing shall be afforded supplemental protection
during non-working hours. When used for CONFIDENTIAL material supplemental
protection is not required. It is not necessary to activate the supplemental controls during
working hours.

— During non-working hours and during working hours when the area is unattended, access
to the SPCs shall be controlled by locking the access ports and/or doors with a GSA
approved changeable combination padlock or GSA-approved electromechanical
combination lock.

— Access points to the SPCs that are not used during testing or manufacturing shall be
secured from the inside or with an approved lock outlined above on the enclosure's
exterior.

— If the size and weight of the SPC does not preclude removal, the SPCs will be fixed to the
facility structure or floor in a manner to prevent removal.
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Construction Requirements @
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e Hardware

— Only heavy-gauge hardware shall be used in construction. Hardware accessible from
outside the area shall be peened, pinned, brazed, or spot welded to preclude removal.

 Exterior (Top, Bottom, and Walls)

— Construction shall be of material offering resistance to, and evidence of, unauthorized
entry into the SPC.

— If insert-type panels are used, a method shall be devised to prevent the removal of such
panels without leaving visual evidence of tampering.

— If visual access is a factor viewing ports shall be of opaque or translucent construction.

— The exterior walls of the special purpose chamber shall be constructed or modified to
prevent disassembly from the exterior.
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Construction Requirements @
"\

* Windows or Viewing Ports

— Windows or viewing ports that are greater than 96" and can be opened shall be fitted with
bars, expanded metal grills, commercial metal sounds baffles, or an intrusion detection
system.

— When visual access of classified information is a factor, the windows shall be covered by
any practical method that covers the inside of the glass.

— During nonworking hours, the windows shall be closed and securely fastened to preclude
surreptitious entry.

Note: Where the special purpose chamber is located within a controlled (inside of a building or structure) space,
protection on viewing ports is not required if the viewing ports cannot be opened and are made of shatterproof material.

e Access Ports

— Access ports shall be constructed of material offering resistance to and detection of
unauthorized entry.

— When windows, louvers, baffle plates, or similar openings are used, they shall be
secured with bars, expanded metal grills, commercial metal sounds baffles, or an
Intrusion detection system.

— If visual access is a factor, the windows shall be covered.
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Construction Requirements @

o Access Port Locking Devices

— Access ports shall be secured with either a GSA-approved electro-mechanical
combination lock, or a GSA-approved changeable combination padlock.

— Other access ports shall be secured from the inside with a panic bolt (for example,
actuated by a panic bar); a dead bolt; a rigid wood or metal bar (which shall preclude
"springing") which extends across the width of the door and is held in position by solid
clamps, preferably on the door casing; or by other means approved by the CSA consistent
with relevant fire and safety codes.

* Miscellaneous Openings

— All vents, ducts and similar openings into the SPC that measure in excess of 96 square
inches and over 6 inches in their smallest dimension must be protected with either bars,
expanded metal grills, commercial metal sounds baffles, or an intrusion detection system.

— The barriers must be secured to preclude removal from outside the area, and the method
of installation must ensure that classified material cannot be removed through the
openings with the aid of any type of instrument.

— A barrier will not be required if an approved IDS provides protection of the opening.
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Supplemental Protection &
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o Supplemental Protection
— SPCs approved for SECRET material shall be provided supplemental protection consisting
of one of the following measures:
o An approved alarm system as outlined 32 CFR Part 117 NISPOM

o The use of security guard patrols previously approved as supplemental protection for the
contractor's facility. The security guard patrols shall conduct checks of the SPCs at
intervals not to exceed four hours.
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SPC Approval @
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 SPCs approved as open storage areas will be documented on the DCSA Form
147.

« The DCSA Form 147 will have the block for “open storage area” checked on page
1, a description of the SPC and how it will be utilized under Section A, and Special
Purpose Chamber checked in Section 5b.

* The description shall include the name of the manufacturer, serial numbers or
unique identifier, and other information necessary to accurate identify the SPC
and how the chamber will be protected.
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SPC Approval — DCSA Form 147 example
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SPC Approval — DCSA Form 147 example
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SPC’s (Vacuum)
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SPC’s (TEMPEST)

L3HARRIS Special Purpose Chambers NON-EXPORT CONTROLLED INFORMATION



SPC (Electromagnetic Interference)
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SPC’s (Thermal)
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Special Purpose Chambers

e Questions?
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