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AGENDA

COURSES YOU NEED TO TAKE

* QUICK REVIEW OF THE PRIME DD FORM 254

» TIPS FOR SUCCESS

» ISSUE THE "FLOW DOWN" DD FORM 254




npleting the DD 254 is an Art, not a Science”

Rusty Jones




COURSES TO TAKE

Security Training, Education, LEARN.
and Professionalization Portal PERFORM.
PROTECT.
Learnin s« Full screen

Z ---fijusiness Structures in the NISP (1S051.1)
* Preparing the DD Form 254 (1S128.16)
» Contracting for the Rest of Us (DAU-CLC011.16)



, TY REQUIREMENTS AND CLASSIFICATION GUIDANCE TO A
XACTOR.

THE DD 254 MATCHES:
IJRMANCE WORK STATEMENT (PWS)/STATEMENT OF WORK (SOW)
TRACT

A completed DD 254, with its attachments and incorporated references, is the principal
authorized means for providing security classification guidance and the requirements
to the contractor with the associated contract or agreement that requires access to
classified information.

Excerpt from the Instructions for Completing DD Form 254




GLASSIFICATION (When filed in): Unclassified

DEPARTMENT OF DEFENSE ow o, 07040567
CONTRACT SECURITY CLASSIFICATION SPECIFIC.ATION M8 approval mpims:
(The requirements of fie Netianal bncusial Security Program (NISP) apply to al sacurity aspects af i effort invehany clessibad inommaten.) May 1. 2022
T i roprig brcan for is aecion of iformatioe, OTOH-CB5T, |5 GSUTaled 10 vivaos 70 Hiudns b 1eeS0ns, ikaling 19 UG 107 IG0WANG NSULCICNS, SEArching Exsing Osta murces, Gerering
4 DA 1 G oGS, B SO AN TMENT ' Caleconof AR, Send SR egng s Dusen sl o ey obr sspoctof s elecn of o rciog
suggusona for mbacing the busien 5o the Deparimant cf Defenso, astinglon Headuators at Resgondents shoud b ivars Pl
g By A oo, o el ot sy oy b ek

o comply
RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCHDNS,

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANGE (FGL) REQUIRED
(See Instructions)

b. LEVEL OF SAFEGUARDING FOR clg,ss ED INFORMATION!
MATERIAL REQUIRED AT CONTRACTOR FACILITY

b. SUBCONTRACT NUMBER

O

€ SOLICITATION OR OTHER NUMBER DUE DATE (¥¥Y MO0}

 Tap Scerct [None (See instructions)
2. THIS SPECIFICATION IS FOR: (X and camplete as apalcable ) 3. THIS SPECIFICATION IS: (X snd compiete a3 appicable.)
2. PRIME CONTRACT NUMBER (See instuctions.) DATE (¥¥Y¥MWOD)
) (4] a ORIGINAL (Gompinte date n at cases.) puikinty

b. REVISED (Supsssadas ad proviaus specifications )
D REVISION NO. DATE (¥¥YYMMDOD)

0 c. FINAL (Camplete ftem 5 in o cases.) DATE (¥¥¥YMMDE)

Classified material received of generated under

4.15 THIS A FOLLOW-ON CONTRACT?  [3] No [] Yes  ifyes, compiete the folowing:

(Pracetng Contract Number) I8 transferred to this follow-on contract.

In response to the contractor's request dated

5.18 THIS A FINAL DD FORM 2547 B No []Yes  ifyes, complets the following:
, retention of the classifiod material is authorized for the perod of:

8. CONTRACTOR (inciude Cammarcial and Gavemment Enfily [CAGE] Cace)

LUKOS
800 § HARBOUR ISLAND BLVD
TAMPA, FL 33602

‘a. NAME, ADDRESS, AND ZIP CODE b. CAGE

CODE | © COGNIZANT SECURITY OFFICE(S) (C50)
(uame, Addrass, ZIP Cote, TolEnans wquiod; Emall Addres
Defense Counterintelligence & Security Agency (DCSA)
Chantilly 1 Field Office (OFCCI)
13873 Park Center Road, STE 225
Herndon, VA 20171; PH 321-610-9870
Email: dss.chantilly l@mail mil

7. SUBCONTRACTOR(S) (Gisk buifon if you ehadse 1o ad or Gs1 e sui
— tat)

m«mmnammummzyuwm-mmmmmmum

& MAME, ADDRESS, AND ZIP CODE b. CAGE CODE | . COGNIZANT SECURITY OFFICE(S) (G50)
NIA (Nama; Addrass, ZIP Gade, Telephane requirsd; Emé ACITESS 0pnonal)
) N/A
NIA
8. ACTUAL PERFORMANCE (Cick bueton io add mare (ocasons )
a. LOCATION{S) (For sciusi parformanes, sse instuctians ) b. CAGE CODE | ¢ COGNIZANT SECURITY OFFICE(S) (CSO) )
(¥ sppirabie, (Nama, Address, ZIP Gode. Tefephons required; Emal Address apdional)
00 apmeszns,)
N/A

9. GENERAL UNCLASSIFIED DESCRIFTION OF THIS PROCUREMENT
[Estimated Base Period: 17 MAY 2023 - 16 MAY 2024
[Option Period 1: Estimated 17 MAY 2024 - 16 MAY 2025
[Option Period 2: Estimated 17 MAY 2025 - 16 MAY 2026
[Option Period 3; Estimated 17 MAY 2026 — 16 MAY 2027
[Option Period 4: Estimated 17 MAY 2027 - 16 MAY 2028

* Biennial Review required with notification of Option Period being exercised to the COR/TA/Indusrial Security PM.

DD FORM 254, APR 2018
CLASSIFICATION (When fifed in): Unclassified

FREVIOUS EDITION IS OBSOLETE. Page 1017

AEM LiveCycts Do

(U) BACKGROUND
1.1 {U) The requiring agency is U.S. Special Operations Command located in Virginia Beach, VA,

(U) OBJECTIVES
2.1.  (U) The objective of this mquu'cmcm 15 to obtain six (6) full time empl.uyee (FTE) contractor personnel
to suppon the C s R A

® STATEMENT OF WORK
(SOW) /
PERFORMANCE WORK
STATEMENT (PWS)

software programs.

(U) Be proficient in Microsoft Office applications to include Word, Outlook, Excel, and
PowerPoint.

4.1.4. (L) Be able to communicate clearly and effectively with others, both verbally and in
writing.

(U) Enter data into multiple databases accurately.

(L) Possess and/or be eligible for 2 SECRET Security Clearance.

(U) Be able to work in an environment that is fast-paced, completing multiple tasks, and
meeting stringent timelines.

(L) Exhibit courteous, polite, and professional behavior at all times.

(U} Exhibit a professional appearance at all times.

42, () Speuﬁc Requirements:

421, A ative D it ists (AD iali Three (3) FTE (Key
Personnel) in Virginia Beach, VA. The AD Specialists shall provide support to
administrative tasks such as: review, correct and document travel documentation,
download reports from Travel Processing and Automated Examination system (TPAX),
Integrated Automated Travel System (LATS), Defense Travel System (DTS), Citi Bank
CitiManager, and perform customer service functions. Responsible for all Temporary
Assigned Duty (TAD) travel voucher requests, funded or “no cost orders,” for command
personnel. There is no travel expected for this position.

(U) Primary tasks:
4221. (U)y Download, process and perform analysis of travel data from
TPAX, TATS and DTS reports.

YOU NEED THREE DOCUMENTS

SOLICITATION/CONTRACT/IORDER FOR
OFFE\‘?DR o

ITEMS |‘a§uﬂ:.ﬂ£ PAGE1OF 16

5 0

I.FUR SOUCITATIN b 8 TIME
IhoRs
B 1SSUED BY 10 THIS ACQUIEMON 18 NRESTRICTED G Dsﬂis.ns. % FOR:
TWOMIN. CWMIED SUALL BUSIRESS (WCEE)
DS\ML BUSINESS ELNGIELE UNDER THE WOMEN-CIWNED
s PROGRAM
HUBZONE SMALL NAICS:
BUSINESS [Jeomesa 541950
. SERVICE BISABLED
I [ verenavonmen [ oms AIZEATANDAND:
Fax: SMALL BUSINESS §18,500,000
41 DELIVERY FOR FOB DESTINA- [ 12 DISCOUNT TERMS 3. RATING
TION UNLESS BLOSK 13 Net 30 Days |:|1se. THIS CONTRACT 18 4
RATED DRDER UNDER
MARKED DBAS (15 CER 700} 14, METHDO OF SOLICITATION
I:l SEE BCHEDULE RFQ #a Dxrn
5. DELIVER T cone 165 ADMINISTERED BY cooe
SEE SCHEDULE SEE ITEM 9
17a.CONTRACTOR! - GO |518H0 FACILTY Tha, PAYNENT WILL BE MADE BY cone
OFFEROR F‘—' cope "
LuKDS, LLE SOCOM PAY NG OFFICE
BRIAN HEAPS EMAL: NVOICES@SOCOMIML
B0 & HARBOLR SLAND BLVD TAMPA FL
TAMPA FL 336024159
TELEPHONE MO, 321-831-4610
Dﬂ‘b CHECK IF REMITTANCE IS DIFFERENT AND FUT 1. SUBIMT MV CICES TO ADCRESS SHOWN N BLOCK 18a. UNLESS BLOCK
SUCH ADORESS N OFFER BELOW |5 GHECKED SEE ADDENDUM
10 20. 2. 22 23, 24,
ITEM KD, SCHEDLLE OF SUPPLIES SERVICES QUANTITY UNT LN PRIGE AMOUNT
SEE SCHEDULE

25 ACCOUNTING AND APPROPRIATION DATA 35 TOTAL AWARD AMOUNT {For GovL. Uss Only)

See Scheduls §544,647.12

|:| 27a, SOUCITATION INGORPORATES BY REFERENCE FAR 522171, 52.2124. FAR 52.212-3. 52.212.6 ARE ATTACHED.  ADDENDA szDmLuoumcnm

] 7. commmacummesuse oross mcoRmanares o rereRence san szara san seavasis arucwes.  apoewow | Jaee[ Janewor amaouen

6. CONTRACTOR 15 AFQUIRED TO SIGN THIS DOCLVENT AND RETURN E]n AWARD OF CONTRACT: REF. wmmsupensanese

COPIES 0 1SSUING OFFICE, CONTRACTOR AGREES TG FURNISH AND OFFER DATED ZZMar2@3 . YOUR OFFER ON SOUCITATION
DELIVER AL ITEMS SET FORTH OR GTHERWISE IDENTIFIED ABOVE AND ON ANY {BLOGK £), INGLUDING ANY ADDITIONS OR CHANGES WHICH ARE
ADDITIONAL SHEETS SUBJECT TC THE TERMS AND COND ITIONS SPECIFIED. SETFORTH MEREIN, |5 ACCEFTED A5 TO ITEMS: SEE SCHEDULE

110, WITED STATHS OF AHERICA  (GIOHATURE OF CONTRACTING OFFICER)

Gorenrs RBeodhe

300, MAME AND TITLE OF SIGNER 30c. DATE SIGNED  |310. MAME OF CONTRASTING OFFICER ITRAR OB PRINT) 3lc. DATE SiGRED
[TYPE OR PRINT) HERCH, MY B/ CONTRMCTING CFFICER

50, SIGNATURE OF OFFERORICONTRACTOR

L (57 4BAe3510

EMARIL: any.besch.clviaconall

STANDARD FORM 1448 (REV. 2/2012)
Frescribed by GSA — FAR (48 GFR) 53212

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIDUS EDITION IS NOT USABLE




GLASSIFICATION (When fiiled in): Unclassified

DEPARTMENT OF DEFENSE OMB o, 0704-0567
CONTRACT SECURITY CLASSIFICATION SPECIFICATION OMS spproval sxpims:
(The requirements of the Natianal indusiiar Secanty Program (NISF) apply fa al security aspects of this efior invobing clessifsd infomation ) May a1, 2022
TS e Bt e oo o ST, DT04£057 1 SEUTSIR 1 aavage e e T, e 1 s e oo snclens, e sising dta s, e
o i 1 Gt hoecid. ara compleng a1 Teewing s Calecnof famatan. S arenaes Soang i Dugkn & o ey char st of i elucln of I, redvg
Sgpuasona ot udhcing the burden, % the Depavimani cf Dedensa, Weesbingion Hesdquoors Sereos, of ‘Fesponcents snold be awars el
PAAERSEAISNG ANy GHM oS O aw, D paiecr s e 3uSjec o 3 penelty b faheg o CopHy v o

RETURN COMPLETED FORM AS DIRECTED IN THE msTRucnuNs

1. CLEARANCE AND SAFEGUARDING

a LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. EL OF SAFEGUARDING FOR CI IFIED INFORMATION!
(See insiuctions} L NATEROAL HEGUIRED AT CONTHACTOR FAGILITY
[Top Secret [None (See instructions)
2. THIS SPECIFICATION IS FOR: (¢ and complete as appicable ) 3. THIS SPECIFICATION IS: (X and compiste a3 appicabla )
a. PRIME CONTRACT NUMBER (See instustons.) DATE (¥¥YYAWO0)
| [X] . ORIGINAL (Gompicte date i al coses:)
20230511
b, SUBCONTRACT NUMBER b. REVISED (Suporssdes af previaus apeciications |
O (| REVISION NO. DATE (¥ YMMD0)
<. SOLICITATION OR OTHER NUMBER  DUE DATE (¥¥¥vAu0D)
D €. FINAL (Compiats fem & ia 6 £3505.) DATE (¥¥Y¥MMDO)

4.15 THIS A FOLLOW-ON GONTRAGT? [ No [| Yes  ifyes, comolete the folowing:
Classified material received or generated under (Pracsding Gontract Number) IS transfarred to this follow-on contract.

5.16 THIS A FINAL DD FORM 2547 [ No []Yes ifyes, complete the foscuring:
In response to the contractors request datad , retention of the classified material is authorized for the period of:

8. CONTRACTOR (Include Cammercial and Gavernment Enfily [CAGE] Cace)

a NAME, ADDRESS, AND ZIP CODE b, CAGE CODE | €. GOGNIZANT SECURITY QFFlCE{s}(CEO!
LUKOS Addrees, ZIP Cod, + Emall Addvess opfional)
Defense Ccunlennl.e]]lgence &c Security Agency (DCSA)

800 § HARBOUR ISLAND BLVD

tilly 1 Field Office (10FCCI
TAMPA, FL 33602 Chantily 1 Fic { )

13873 Park Center Road, STE 225
Herndon, VA 20171; PH 321-610-9870
Email: dss chantilly | @mail mil

7. SUBCONTRAGTOR(S) (Cick butkon if you chada ko acid or it fia subcontmctars
— bul wil 300 require  separae DO Fonm 264 fssved by a pime confractor fo aach subconimsiar)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | ©. COGNIZANT SECURITY OFFICE(S) (CS0)
(Mame, Addrass, ZIP Cade, Telephane required, Emai ASTESS apional)
14, i
NA

B. ACTUAL PERFORMANGE |Cizk hustan o add mare facafions |

a. LOCATION{S) (For sciusi parformancs, see insiucions) b. CAGE CODE | ¢ COGNIZANT SECURITY OFFICE(S) (CS0)
¥ appirate. (Name, Address, ZIP Code. Telephone requied; Emal Addmss apsional)
500 tastnuenzns.)

Na

5. GENERAL UNGLASSIFIED DESGRIPTION OF THIS
[Estimated Base Period: 17 MAY 2023 - 16 MAY 2024
[Option Period 1: Estimated 17 MAY 2024 - 16 MAY 2025
[Option Period 2: Estimated 17 MAY 2025 - 16 MAY 2026
[Option Period 3; Estimated 17 MAY 2026 — 16 MAY 2027
[Option Period 4: Estimated 17 MAY 2027 - 16 MAY 2028

* Biennial Review required with notification of Option Period being exercised to the COR/TA/Indusrial Security PM.

(U) BACKGROUND
1.1, (U) The requiring agency is U.S. Special Operations Command located in Virginia Beach, VA,

(U) OBJECTIVES
2.1, (U) The objective of this roqummcm ]S to obtain six (6) Full time empl.uyee. (FTE}) contractor personnel
to support the C: s R A
22.  The FTEs are identified as key personnel IAW SOFARS clause 3652.237-9001.

STATEMENT OF WORK
(SOW) /
™ PERFORMANCE WORK
STATEMENT (PWS)

FUV\ erPoint.

4.1.4, (1) Be able to communicate clearly and effectively with others, both verbally and in
writing.

415 (U) Enter data into multiple databases accurately.

4.1.6. (1) Passess and/or be eligible for 2a SECRET Security Clearance.

4.1.7, (U) Be able to work in an environment that is fast-paced, completing multiple tasks, and
meeting stringent timelines.

4.1.8, (U) Exhibit courteous, polite, and professional behavior at all times.

419 (U) Exhibit a professional appearance at all times.

4.2. (U) Specific Requirements:

421 (U) Admi ative Di: il ists (AD iali Three (3) FTE (Key
Personnel) in Virginia Beach, VA. The AD Specialists shall provide support to
administrative tasks such as: review, correct and document travel documentation,
download reports from Travel Processing and Automated Examination system (TPAX),
Integrated Automated Travel System (LATS), Defense Travel System (DTS), Citi Bank
CitiManager, and perform customer service functions. Responsible for all Temporary
Assigned Duty (TAD) travel voucher requests, funded or “no cost orders,” for command
personnel. There is no travel expected for this position.

4232 (U) Primary tasks:

4221, {U) Download, process and perform analysis of travel data from
TPAX, IATS and DTS reports.

YOU NEED THREE DOCUMENTS

DD FORM 254, APR 2018

PREVIOUS EDITION IS OBSOLETE. Page 1&5;:
CLASSIFICATION (When fifed in): Unclassified

AEM LiveCyaln

HY9224020D001 1
H9242723F0229
Page 120f 16
Section F - Deliveries or Performance
DELIVERY INFORMATION
CLIN DELIVERY DATE QUANTITY SHIP TO ADDRESS DODAAC !
CAGE
0001 POP 16-MAY-2023TO  N/A NIA
15-MAY-2024 FOB: Destination
000101 NA NiA NiA NiA
000102 NA NiA NiA NA
0004  POP I6-MAY-2023 TO  NiA NiA
15-MAY-2024 FOB: Destination
000401
som CONTRACT
1001 ? .
15-MAY-2025 FOB: Destination
1004 POP 16-MAY-2024 TD  N/A NiA
1F-MAY-2025 FOB: Destination
2001 POP 16-MAY-2025TO  N/A A
15-MAY-2026 FOB: Destination
2004 POP 16-MAY-2025TO  N/A NiA
15-MAY-2026 FOB: Destination
3001 POP 16-MAY-2026 TO  N/A NiA
15-MAY-2027 FOB: Destination
3004  POP 16-MAY-2026 TO  N/A NiA
15-MAY-2027 FOB: Destination
4001  POP 16-MAY-2027TO  N/A NA
15-MAY-2028 FOB: Destination
4004  POP 16-MAY-2027TO  N/A NA
15-MAY-2028 FOB: Destination
5001 POP 16-MAY-2028TO  N/A NA
15-NOWV-2028 FOB: Destination
5004 POP 16-MAY-2028TO  N/A NA
15-NOW-2028 FOB: Destination




YOU NEED THREE DOCUMENTS

Page 12 of 16

Section F - Deliveries or Performance

DELIVERY INFORMATION
CLIN DELIVERY DATE QUANTITY SHIP TO ADDRESS DODAAC/
CAGE
000 POP 16-MAY-2023 TO N/A N/A
W 15-MAY-2024 FOB: Destination
000101 N/A N/A N/A N/A
000102 N/A N/A N/A N/A
0004  POP 16-MAY-2023 TO N/A N/A

15-MAY-2024 FOB: Destination




CLASSIFICATION (When fied fn): Unclassified

DEPARTMENT OF DEFENSE OB o, OT0+-0567
CONTRACT SECURITY CLASSIFICATION SPECIFICATION M8 approval mipies:
(The requiraments of e Natins) Inusiia Securlly Program (NISF) apply fo al security aspects of fhis effort imohany Slessibed inomaion ) May 21, 2022

o gubte repoing b o s cceckon of rfamation, DT04-GST, o nimaled n vorage 0 milespo (691, ILhag 1 UG o BNy ncicions, archey g s soura, geterg

raecod, . w3 (0 CaRCHon O ICTAIGN. SO Sammrts (OGN T DG EAD or sy ciwr aspact of s colocn of Informata, g
,.. o g the e, 1o Depestmr of Defersn. Wil Hempnrs Serwncs. ot Fospenders shold be ivire el
nonahsiansing any cehar prsson of i, na parsen shall be subject o ay penally ko tabiog

comely
RETURN COMPLETED FORM AS DIRECTED IN THF.JNS'IRUC“DNS,

1. CLEARANCE AND SAFEGUARDING

a ff:rﬂ- OF FACILITY SECURITY CLEARANGE (FCL) REQUIRED b- LEVEL OF SAFEGUARDING FOR CLASSIF FLED INFORMATION!
[Top Secret [None (See instructicns)
2. THIS SPEGIFICATION IS FOR: (i and complefe 8¢ poicatie] 3. THIS SPECIFICATION IS: [ and compiste s appiicable.)
= 3. PRIME CONTRACT NUMBER (Ses insiruziions.) T rp— DA‘E;;Z\;VQ‘?TTDW

b. SUBCONTRACT NUMBER b. REVISED (Supersedas ai pravious spacifications )

DATE (¥ ¥YMMDD)

D D REVISION NO.

¢ SOLICITATION OR OTHER NUMBER  DUE DATE rvyyvmmoD)
D |:| . FINAL (Campiet item 5 in al cases,]

DATE (¥V¥YMMDE)

415 THIS A FOLLOW-ON
Classified material
.15 THIS A FINAL DD Fe
In respanse to the conl
. CONTRACTOR (liciude Commercial and Government Enfly (CAGE] Code)

to this follow-on contract

¢ F6quiIDat Emall Address optiansi)
Defense Counterintelligence & Security Agency (DCSA)
Chantilly 1 Field Office (LOFCCI)
13873 Park Center Road, STE 225
Herndon, VA 20171; PH 321-610-9870
Email: dss.chantilly l@mail.mil

‘2. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | & COGNIZANT SECURITY OFFICE(S) (CS0)
LUKOS (e, A 21P Cote,

800 § HARBOUR ISLAND BLVD
TAMPA, FL 33602

7. SUBCONTRACTOR(S) (Ciick bulton if you choase 1 #ddl or st e subcontmotors
— bl wil 3l récquire 4 separsie DO Form 254 tsaued by a pime contrctor to each subconirasiar)

8. NAME, ADDRESS, AND ZIF CODE b.CAGE CODE | ©. COGNIZANT SECURITY OFFICE(S) (GSO)
(Name. Addrass, ZIP Code, Telephane required, Ema ASIEss apional)
A NiA
NIA

8. ACTUAL PERFORMANCE (Cick buttar fo aad mare locasions

. LOCATION({S) (For sctusi parformancs, swe nsirucians.) b. CAGE CODE | ¢ COBNIZANT SECURITY OFFICE(S) (CS0) )
(¥ agpiratie, harme, Addrass, ZIP Code. Telephane raquied:; Emal Addss aptional)
so0 nsmmetans)
N/A

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT

Base Period: 17 MAY 2023 - 16 MAY 2024

(Option Period 1: Estimated 17 MAY 2024 - 16 MAY 2025
(Option Period 2: Estimated 17 MAY 2025 — 16 MAY 2026
(Option Period 3; Estimated 17 MAY 2026 — 16 MAY 2027
Option Period 4: Estimated 17 MAY 2027 - 16 MAY 2028

* Biennial Review required with notification of Option Period being exercised to the COR/TA/Industrial Security PM.

DD FORM 254, APR 2018

CLASSIFICATION (When fifled in): Unclassified

Pi 10017
FREVIOUS EDITION IS OBSOLETE e

AEm

1. (U) BACKGROUND
1.1 {U) The requiring agency is U.S. Special Operations Command located in Virginia Beach, VA,

2. (U) OBJECTIVES
2.1.  (U) The objective of this mquu'cmcm 15 to obtain six (6) full time empl.uyee (FTE) contractor personnel
to suppon the C s R A

¥® STATEMENT OF WORK B
(SOW) /
PERFORMANCE WORK
STATEMENT (PWS)

software programs.

(U) Be proficient in Microsoft Office applications to include Word, Outlook, Excel, and
PowerPoint.

4.1.4. (L) Be able to communicate clearly and effectively with others, both verbally and in
writing.

(U) Enter data into multiple databases accurately.

(L) Possess and/or be eligible for 2 SECRET Security Clearance.

(U) Be able to work in an environment that is fast-paced, completing multiple tasks, and
meeting stringent timelines.

(L) Exhibit courteous, polite, and professional behavior at all times.

(U} Exhibit a professional appearance at all times.

42, () Speuﬁc Requirements:

421, A ative D (AD iali Three (3) FTE (Key
Personnel) in Virginia Beach, VA. The AD Specialists shall provide support to
administrative tasks such as: review, correct and document travel documentation,
download reports from Travel Processing and Automated Examination system (TPAX),
Integrated Automated Travel System (LATS), Defense Travel System (DTS), Citi Bank
CitiManager, and perform customer service functions. Responsible for all Temporary
Assigned Duty (TAD) travel voucher requests, funded or “no cost orders,” for command
personnel. There is no travel expected for this position.

(U) Primary tasks:
4221. (U)y Download, process and perform analysis of travel data from
TPAX, TATS and DTS reports.

YOU NEED THREE DOCUMENTS

7, FOR SOUCTATION
IHFGR

SOLICITATION/CONTRACT/IORDER FOR
OFFE\‘?DR o

ITEMS |‘a§uﬂ:.ﬂ£ PAGE1OF 16

5 0

o 0 e

8. ISSUED BY

0. THIS ACQUISTION 15

Dswu, BUSINESS

NRESTRICTED QR Dsn‘lsne. % FOR:

WOMIN-OAMIED SUALL BUSINESS, (WOEB]
ELSGIELE UNER THE WOMEX-CWMED
sMALL FROGRAM

HUBZONE SMALL NAICS
ausnEss [eomose S41950
, SERVICE DISABLED
o [ verenavonmen [ oms SIZE STANDARD:
FAX: SMALL BUSINESS 519,500,000
1. DELIVERY FOR FOB DESTINA- | 12. DISCOLINT TERMS 13, RATNG
TION UNLESS BLOCK 13 Net 30 Days ES THECONTRACTIS &
ARHED EPAS |18 CER 300) 14, METHOO OF SOLICITATION
[] see scnenuee [Twra [Tea [Jae=

8 DELIVER TO cane 15 ADMINISTERED BY

SEE SCHE

174 CONTRACTOR conz
OFFEROR

LUKDS, LLE
BRIAN HEAPS
BOD & HARBOUR FSLAND BLYVD
TAMPA, FL 336024159

TELEPHOME MO, 321-831-4610

D 1Th. CHECK IF REMITTANCE IS DIFFERENT AND FUT

18b. SUBMIT NV CICES TO ADCRESS SHOWM INBLOCK 1Ba. UNLESS BLOCK

SUCH ADORESS N OFFER BELOW |5 GHECKED SEE ADDENDUM
19 . . 22, 23. 24.
ITEM KD, SCHEDLLE OF SUPPLIES SERVICES QUANTITY UNT UNT PRICE AMOUNT

SEE SCHEDULE

& ACCOUNTING 44D APPROPRIATION DATA

See Scheduls

35 TOTAL AWARD AMOUNT {For GovL. Uss Only)

§544,647.12

|:| 27a, SOUCITATION INGORPORATES BY REFERENCE FAR 522171, 52.2124. FAR 52.212-3. 52.212.6 ARE ATTACHED.  ADDENDA szDmLuoumcnm

] 7. commmacummesuse oross mcoRmanares o rereRence san szara san seavasis arucwes.  apoewow | Jaee[ Janewor amaouen

6. CONTRACTOR 15 AFQUIRED TO SIGN THIS DOCLVENT AND RETURN

COPIES 0 1SSUING OFFICE, CONTRACTOR AGREES TG FURNISH AND
DELIVER AL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AN
ADDITIONAL SHEETS SUBJECT T0 THE TERMS AND COND ITIONS SPECI

D ON ANY
FIED.

E]n AWARD OF CONTRACT: REF. wmmsupensanese
OFFER DATED ZZMar2@3 . YOUR OFFER ON SOUCITATION
[BLOGK £), INCLUDING ANY ADDITIONS O CHANGES WHICH ARE
SETFORTH MEREIN, |5 ACCEFTED A5 TO ITEMS: SEE SCHEDULE

50, SIGNATURE OF OFFERORICONTRACTOR

110, WITED STATHS OF AHERICA  (GIOHATURE OF CONTRACTING OFFICER)

Gorenrs RBeodhe

306, MAME AND TITLE OF SIGNER
(TYPE OR PRINT)

30c. DATE SIGNED

31D, HAME OF CONTRACTING OFFIGER iTraE oR PRIRT) 3z, oare siGNED

HERCH, AMY B/ CONTRMCTING CEFICER

L (57 4BAe3510

EMARIL: any.besch.clviaconall

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIDUS EDITION IS NOT USABLE
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RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS. Requivement . 18SUED BY 10, THE ACGUISTION 16 [ unmesTRICTED on [ ] seTAsins: s Fon:
1. GLEARANGE AND SAFEGUARDING . % of the 1l Direct obscrvati DS&Mk BUSINESS e
a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR Ci FIED INFORMATION! Pachny 9 .C.Fmpk'c' Quality, and 100% of the time frect o !.“V.!“Du
(Sce Insuctions) MATERIAL REQUIRED AT CONTRACTOR FACILITY Timely andlor periodic '
inspection by COR; HUBZONE SMALL Dsnwnsa NAIGS:
 Top Secret [Mone (See instructions) customer feedhack o BUSINESS 541850
2. THIS SPECIFICATION I FOR: X and compls a5 agaicadie | 3. THIS SPECIFICATION IS: (X soxf compste as sppicable,) T D“g‘;‘:ﬁ;ﬁ:";‘: ) SIZE STANDARD:
® e s B o ORIGINAL [Gompiote date in afl casess) naﬁmmmnw Quality Contrel (3C) and | 12, 13 Complete, Quality, and 100% of the time Dircct observation A SMALL BLIMESS 518,500,000
Quality Assurance (QA) Timely and/or periodic 1. DELIVERY FOR FOB DESTINA- |12, DISCOUNT TERMS 130, RATING.
b. SUBCONTRACT NUMBER b. REVISED (Supersaces af praviovs spacifcations | inspection by COR; TION UNLESS BLOSK 13 MNet 30 Days 198, THIS CONTRACTIS &4
pe
O Al RRIED RATED OROER UNGER -
D REVISION NO. DATE (v¥¥YunDO) | customer DRAS (15 GER 700) 14, METHOO OF SOUCITATION
<. SOLICITATION OR OTHER NUMBER DUE DATE (yyyYumoD) [] se= sonenune RFQ w8 [Jae=
O 0 c. FINAL (Campieta fam 5in ol casss:) DATE (¥¥rvamn0) 0. DELIVER TO cone L | aoministeren sy cooe
8 (U) SECURITY
4.15 THIS A FOLLOW-ON CONTRACT? [ No [ Yes  ifyes compiee tha folowing: 8.1, (U) Security will be in accordance with the arached DD254. Contractor personne] supporting this task SEE SCHEDULE SEE ITEM 9
Classified material received or generated under (Pracening Cantract Numoer) is transferred to this follow-on confract. ‘must be cleared at the Secret level prior to the start of the task.
BISTHSAFWALEDFORWINT DU Mo []Ver e coyie bl 82, (U) The Contractor shall immediately notiy the ( presenttive of any secury incdent T Y W T L BT
In response to the contractor's request dated , ratantion of the classified matertal is authorized for the period of: andlor any indication of a potential M of elassified or sensitive OFFEROR cope
8. CONTRACTOR (lncivde Commearsial and Government Entily (CAGE) Code) unclassified information. ;I;T»D?H[E[:Fa mu:‘:\vm OFFICE "
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YOU NEED THREE DOCUMENTS

(U) SECURITY

(U) Security will be in accordance with the attached DD254. Contractor personnel supporting this task
must be cleared at the SECRET level prior to the start of the task.

(U) The Contractor shall immediately notify the Government Representative of any security incident
and/or any indication of a potential unauthorized disclosure or compromise of classified or sensitive
unclassified information.

(U) Contractor will be required to submit application and training certificate for access to NIPRNET and
SIPRNET workstations.

(U) Contractor must be able to obtain personal and vehicle access to military installations. Contractor is
responsible for coordinating all necessary access through the local Military Pass and ID Office.




CLASSIFICATION (When fied fn): Unclassified

DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requiraments of e Natins) Inusiia Securlly Program (NISF) apply fo al security aspects of fhis effort imohany Slessibed inomaion ) May 21, 2022
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RETURN COMPLETED FORM AS DIRECTED IN THF.JNS'IRUC“DNS,

1. CLEARANCE AND SAFEGUARDING

[Top Seoret

a. LEVEL OF FACILITY SECURITY CLEARANGE (FGL) REQUIRED
(See Insiuctions)

b.

EGUARDING FOR CLASSIFIED INFORMATION!

F SAF
MATERIA:L REQUIRED AT CONTRACTOR FACILITY

[None (Ses instructicas

2. THIS SPECIFICATION IS FOR: £ and complefs as applcatie )

2. PRIME CONTRACT NUMBER (See instruztions.}
H9224020D0011/ TO: HY242723F022%
b. SUBCONTRACT NUMBER

¢ SOLICITATION OR OTHER NUMBER  DUE DATE rvyyvmmoD)

0 c. FINAL (Camplete ftem 5 in af cases,]

3. THIS SPECIFICATION IS: (X ang compiete 85 appicable )

DATE (¥YYYMWMOD)
[ = ORIGINAL (Gompiste doie in aif cases.) 20230511
b. REVISED (Supersades af pravious specifcations |
(| REVISION NO, DATE (v YMMDD)
DATE (¥Y¥YMMDO)

4.15 THIS A FOLLOW-ON CONTRACT? [ Mo [] Yes  ifyes compiete the folowing:
Classified material received of generated undar

(Pragening Cantrace Number; I8 transferred to this follow-on contract.

.15 THIS A FINAL DD FORM 2847
In respanse 1o the contractor's request dated

B No [[]Yes ifyes complete the falowing:
, retention of the classified material is authorized for the period of:

6. CONTRAGTOR (lnciuds Commersial and Gavemmant Enfily (GAGE) Codel

‘2. NAME, ADDRESS, AND ZIP CODE b. CAGE
LUKOS

800 § HARBOUR ISLAND BLVD
TAMPA, FL 33602

CODE

gl SECURITY OFFICE(S) (C30)
Adarass, ZIP Cotte, TalGgnon rquumd; Emall Addwes optiana))
D:fense Counterintelligence & Security Agency (DCSA)
Chantilly 1 Field Office (LOFCCI)
13873 Park Center Road, STE 225
Herndon, VA 20171; PH 321-610-9870
Email: dss.chantilly l@mail.mil

7. SUBCONTRACTOR(S) (Ciick bulton if you choase 1 #ddl or st e subcontmotors
— bl wil 3l récquire 4 separsie DO Form 254 tsaued by a pime contrctor to each subconirasiar)

8. NAME, ADDRESS, AND ZIF CODE b.CAGE CODE | ©. COGNIZANT SECURITY OFFICE(S) (GSO)
WA rﬁ?’;" Addrass, ZIP Gade, Telephane requined, Eman Address aptional
NIA
8. ACTUAL PERFORMANCE (Cick bufton fo add mare [ocakions )
3. LOCATION{S} (For sctusi performance, see insirucions.) b. CAGE CODE | ¢ COGNIZANT SECURITY OFFICE(S) (CSO} )
(¥ agpiratie, (Narme, ZIP Code, Telephune requied: Emal Address apdional)
so0 nsmmetans)
N/A

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT

Base Period: 17 MAY 2023 - 16 MAY 2024

(Option Period 1: Estimated 17 MAY 2024 - 16 MAY 2025
(Option Period 2: Estimated 17 MAY 2025 — 16 MAY 2026
(Option Period 3; Estimated 17 MAY 2026 — 16 MAY 2027
Option Period 4: Estimated 17 MAY 2027 - 16 MAY 2028

* Biennial Review required with notification of Option Period being exercised to the COR/TA/Industrial Security PM.
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CLASSIFICATION (When fifled in): Unclassified

Pi 10017
FREVIOUS EDITION IS OBSOLETE e
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1. (U) BACKGROUND
1.1 {U) The requiring agency is U.S. Special Operations Command located in Virginia Beach, VA,

2. (U) OBJECTIVES
2.1.  (U) The objective of this mquu'cmcm 15 to obtain six (6) full time empl.uyee (FTE) contractor personnel
to suppon the C s R A

¥® STATEMENT OF WORK B
(SOW) /
PERFORMANCE WORK
STATEMENT (PWS)

software programs.

(U) Be proficient in Microsoft Office applications to include Word, Outlook, Excel, and
PowerPoint.

4.1.4. (L) Be able to communicate clearly and effectively with others, both verbally and in
writing.

(U) Enter data into multiple databases accurately.

(L) Possess and/or be eligible for 2 SECRET Security Clearance.

(U) Be able to work in an environment that is fast-paced, completing multiple tasks, and
meeting stringent timelines.

(L) Exhibit courteous, polite, and professional behavior at all times.

(U} Exhibit a professional appearance at all times.

42, () Speuﬁc Requirements:

421, A ative D (AD iali Three (3) FTE (Key
Personnel) in Virginia Beach, VA. The AD Specialists shall provide support to
administrative tasks such as: review, correct and document travel documentation,
download reports from Travel Processing and Automated Examination system (TPAX),
Integrated Automated Travel System (LATS), Defense Travel System (DTS), Citi Bank
CitiManager, and perform customer service functions. Responsible for all Temporary
Assigned Duty (TAD) travel voucher requests, funded or “no cost orders,” for command
personnel. There is no travel expected for this position.

(U) Primary tasks:
4221. (U)y Download, process and perform analysis of travel data from
TPAX, TATS and DTS reports.

YOU NEED THREE DOCUMENTS

SOLICITATION/CONTRACT/IORDER FOR
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5 0
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1. DELIVERY FOR FOB DESTINA- |12, DISCOUNT TERMS 13, RATNG
TION UNLESS BLOCK 13 Net 30 Days [ 126 75 conmscris &
ERRUED) RATED OROER UNDER -
DPAS (15 CER 100) 14, METHOO OF SOLICITATION
[] see scnenuee [Twra [Tea [Jae=
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SUCH ADORESS N OFFER BELOW |5 GHECKED SEE ADDENDUM
19 . . 22, 23. 24.
ITEM KD, SCHEDLLE OF SUPPLIES SERVICES QUANTITY UNT UNT PRICE AMOUNT

SEE SCHEDULE

& ACCOUNTING 44D APPROPRIATION DATA

See Scheduls

35 TOTAL AWARD AMOUNT {For GovL. Uss Only)

§544,647.12

[ conmionmosvin s ocoRnTes B e BEHE FAR sk o sz APz

|:| 27a, SOUCITATION INGORPORATES BY REFERENCE FAR 522171, 52.2124. FAR 52.212-3. 52.212.6 ARE ATTACHED.  ADDENDA szDmLuoumcnm

apoenon [ane [Jane o armachn

6. CONTRACTOR 15 AFQUIRED TO SIGN THIS DOCLVENT AND RETURN
COPIES 0 1SSUING OFFICE, CONTRACTOR AGREES TG FURNISH AND ‘OFFER DATED Z2:Mar223
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YOUR OFFER ON SOUCITATION
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Gorenrs RBeodhe
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TIPS FOR SUCCESS

Get to know your Industrial Security Office

Tell them what you are going to do
— Any changes for subcontractors

Ask for a draft copy of the Prime DD 254
— You can modify quickly for Subcontract DD 254

 BE RESPONSIVE!

— In the Navy, a man overboard is soon long gone!




-

UING THE FLOW-DOWN DD FORM 254

«Convey security requirements, classification guidance
and provide handling procedures for classified material
received and/or generated in a classified contract to
subcontractors.

*The FSO should review/prepare the following prior to
Issuing a subcontract DD 254

—Prime DD 254
—DRAFT subcontract DD 254 (GCA may edit)
—NISS REPORT
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CLASSIFICATION (When filled in):

DEPARTMENT OF DEFENSE OB o, 07040567
CONTRACT SECURITY CLASSIFICATION SPECIFICATION OME approval pupims:
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RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUC"DNS,

DEPARTMENT OF DEFENSE OME o, §706.0507
CONTRACT SECURITY CLASSIFICATION SPECIFICATION OMB approval expires:
{The requirements of the National Industrial Securly Program (MISF) apply o 3if SEcury aspects of s effart Iwvaiving classified information.) June 30, 2025

1. CLEARANCE AND SAFEGUARDING

The publc reparting Brden S this Collection of informaton, 0704-0557, i esimated & avernge 70 miutes Dy respanaz, ickading the Sme for reviewing Insinacions, searching exising data sources, pathering
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‘sopgestions for reducing The burden, 1o the of Detense. Washingion . Responderts

RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. EL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/!
(Ste Inshuctions) WATERIAL REQUIRED AT CONTRACTOR FAGILITY
Frop Seret None (See instructions)
2. THIS SPECIFICATION IS FOR: (X and camplete as apalcable ) 3. THIS SPECIFICATION IS: (X snd compiete a3 appicable.)
a_PRIME CONTRACT NUMBER (See instructians ) DATE (v¥y a0}
) [X] 2 ORIGINAL (Gompinte date i ot cases.) 20230511

b. REVISED (Superssdas af proviaus speciicaions |

b. SUBCONTRACT NUMEER
D D REVISION NO. DATE (¥¥YYMMDOD)

€ SOLICITATION OR OTHER NUMBER DUE DATE (v¥Y YO0}
N 0 €. FINAL (Campiata ftam 5 in af cases ) DATE {¥¥¥YMMD0)

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE {FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION!
(See msruzons) MATERIAL REQUIRED AT CONTRACTOR FACILITY

[Top Secret Mone (See instmuctions)

4.15 THIS A FOLLOW-ON CONTRACT? [ No [] Yes  ifyes, camplete e folouing:
Classified materiel rece i R & traoalarad g this follow-on contract.

5.15 THIS A FINAL DD FORM

e PRIME DD 254

a. NAME, ADDRESS, AND 21
LUKOS Defense Counterintelligence & Se:urm/ Ag‘:n’z;TDCS;u)
800 S HARBOUR ISLAND BLVD Chentilly 1 Field Office (10FCCL)
TAMPA, FL 33602 13873 Park Center Road, STE 225
Herndon, VA 20171; PH 321-610-9870
Email: dss.chantilly l@mail mil

2. THIS SPECIFICATION IS FOR: (X and comlete a5 appicatie.)
o PRIME CONTRACT NUMBER (See instructions )

3. THIS SPECIFICATION IS: (x ana compiste as appicanie.)
DATE (¥Y¥YMMDD)
4 2 ORIGINAL jcompiete dte n 2t cases ) 20030515
b. SUBCONTRACT NUMBER b. REVISED (Supersedes al pre/ious speciicanons.)
& D REVISION NO. DATE (Y¥YYUMOD)
. SOLICITATION OR OTHER NUMBER DUE DATE (Y¥¥¥MMDD)

5.15 THIS A FINA
In response to the contractor's request dated

. retention of the classified material is authorized for the period of:

6. CONTRACTOR (nciude Commercial and Government Enity (CAGE) Code)

7. SUBCONTRACTOR(S) (Ciick buiton if you chaose o adid or 3! fre subconiractars
— bl Wil 300 FEquIe & Separate D Form 254 i35ued By A pAme confractoy fo aach subconinziar

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | - COGNIZANT SECURITY OFFICE(S) (G50)
NIA [Miame; Adirass, ZIF Cade, Teiephane required; Emeail Acdress opional)
’ NiA

N/A

aNAME. ADDRESS, AND ZIP CODE b CAGE CODE | c COGNIZANT SECURITY OFFICE(S) (C50)
LUKOS (WaME, AGVESS, ZIP COTe, Telephane required; EMal ANITESS 0omonap

Defense Counterintelligence & Secunty Agency (DCSA)

8. ACTUAL PERFORMANCE {Cick button do add mare lacafions |

8. LOCATION{S) (For sl parfommings, $60 S0ucians.) b. CAGE CODE | ¢- COGNIZANT SECURITY OFFICE(S) (C50)
i sppcaide, hiame, Addrasz, ZIP Cods, Telenhons requived; Emal Addmss apional)
‘sen nsinsctions )

NA

mw BLVD 1 Field Office (JOFCCI)13873 Park Center
Road STE 225Hemden, VA 20171; PH
321-610-9870Email- dss chantillyl mail mil
7.SUBCONTRACTOR(S] g
—uwwmma;&m‘m’mmwaww:nmmm | LiE R | Remove Last Row _
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c COGNIZANT SECURITY OFFICE(S) (CS0O)
. Address, ZIP Code. Telaphone required; Email Address
ACME, INC. intells; & a%ﬁ',’)
1234 MIDWAY Chantilly 1 Field Office (IOFCCI)13873 Park Center
TAMPA, FL 33602 Road, STE 225Hemdon, VA 20171; PH
321-610-9870Email- dss chantillylmail mil
8. ACTUAL (Cick puman o ) Add Row | Remove Last Row ﬁ

5. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROGUREMENT
[Estimated Base Period: 17 MAY 2023 - 16 MAY 2024
[Option Period 1: Estimated 17 MAY 2024 - 16 MAY 2025
[Option Period 2: Estimated 17 MAY 2025 = 16 MAY 2026
[Option Period 3; Estimated 17 MAY 2026 — 16 MAY 2027
[Option Period 4: Estimated 17 MAY 2027 - 16 MAY 2028

* Biennial Review required with notification of Option Period being exercised to the COR/TA/Industrial Security PM.

. LOCATION({S] tual perfarmance, see Nsiuctions ) b. CAGE CODE | ¢ COGNIZANT SECURITY OFFICE(S) (C50)
b (5] iror = - fram— (Name, Adtress, ZIP Code, Telephane required; Emall Address optionai)

sz nstctons.)

NA

PREVIOUS EDITION IS OBSOLETE. Page 1 alﬂ

DD FORM 254, APR 2018 AEM LiveCycls Cosgnt

CLASSIFICATION (When fifed i): Unclassified

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT
|[Estimated Base Period: 17 MAY 2023 -16 MAY 2024

Option Period 1: Estimated 17 MAY 2024 -16 MAY 2025

Option Period 2: Estimated 17 MAY 2025 -16 MAY 2026

Option Pericd 3: Estimated 17 MAY 2026 -16 MAY 2027

Option Period 4- Estimated 17 MAY 2027 -16 MAY 2028

*Bienmial Review required with notification of Option Period being exercised to the COR/TA/Industnal Security PM

DD FORM 254, APR 2018 PREVIOUS EDITION IS OBSOLETE. Page 1of3
CLASSIFICATION /When filled in):

YOU NEED THREE DOCUMENTS

View Notification

===

A verficaion request was created for this fadilty.
“This information is valid as of 04/17/2023

This is to advise you that the following i ion is current

CAGE Code:
Facility Name:

Physical Location:

Classified Mailing Address:

Classified Hardware Mailing
Address:

for the facility.

This facility is NOT approved to utilize overnight carrier services for the fransfer of classified information.

Classified Overnigl
Carrier Address:

Facility Clearance §

Status Date:

Document Safeguarding Level: Seoret

Cleared Off-Sites: None

Authorized Access to: COMSEC NATO CNWDI
FOCI Mitigation: Mone

FOCI Adjudication: None

FOCI Mitigation

Agreement/Acknowledgment Date:

FOCI Agreement Expiration Date:
FCL Limitations:

Special Limitation Notes:

Facility Security Officer:

Facility Security Officer Phone
Number:

FS0 Email Address:

DCSA Field Office: Melboumne Field Office
DCSA Field Office Phone Number:  221-810-2670
DCSA Email address: dss.ds: sthem. dss-isfo. mi

NISS FCL REPORT

mi




Ensure that the OMB
approval is current and
the proper edition (April

utilized.

l CLASSIFICATION (When filled in): E

DEPARTMENT OF DEFENSE OME No. 0704-0567
CONTRACT SECURITY CLASSIFICATION SPECIFICATION OB approval oxpires:
une 30,

(The requirements of the National Industrial Security Program (NISP) apply to all security aspects of this effort involving classified information.)

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT

"

Page 1 of 3

DD FORM 254, APR 2018 PREVIOUS EDITION IS OBSOLETE.

CLASSIFICATION (When filled in): l
a

Review the classification/handling instructions for the

DD254 to ensure you handle/store it properly. The overall
classification of the DD254 itself is located at the top and
bottom of the page. (This does not reflect the classification of
the contract — that is indicated in Blocks 1a and 1b.)




TOP SECRET only.

Block 1a. Ensure your company meets the requirement. If
not, contact the POC for the DD254 immediately and
ensure it is correct. If it is, contact your DCSA ISR
immediately for assistance in upgrading your FCL.

The field should reflect either CONFIDENTIAL, SECRET, or

Block 1b. Ensure your company meets the requirement for
safeguarding. If not, contact your ISR immediately for
assistance in upgrading your FCL to safeguarding. The level
of storage required here cannot be higher than the level

specified in Block 1a

If different for the subcontractor, discuss with GOV
Industrial Security Office (ISR).

CLASSIFICATION (When filled in): El

DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the National Industrial Security Program (NISP) apply to all security aspects of this effort involving classified information.)

OMB No. 0704-0567
OMB approval expires:
June 30, 2025

The public reporting burden for this collection of information, 0704-0567, is estimated to average 70 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering
and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including
suggestions for reducing the burden, to the Depariment of Defense, Washington Headquarters Services, at whs mc-alex esd.mbx.dd-dod-information-collections@mailmil. Respondents should be aware that
notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/

\ 4

(See Instructions) MATERIAL REQUIRED AT CONTRACTOR FACILITY

r——

l:l a. PRIME CONTRACT NUMBER (See instructions.) DATE (YYYYMMDD)

[]

l:l a. ORIGINAL (Complete date in all cases.)

b. SUBCONTRACT NUMBER b. REVISED (Supersedes all previous specifications.)

REVISION NO. DATE (YYYYNMDD)

[]

c. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD)

L]

c. FINAL (Complete Item 5 in all cases.) DATE (YYYYMMDD)

]

4. 1S THIS A FOLLOW-ON CONTRACT? I:‘ No D Yes If yes, complete the following:

Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract.

5.1S THIS A FINAL DD FORM 2547 [[INo [ ] Yes
In response to the contractor's request dated

If yes, complete the following:
, retention of the classified material is authorized for the period of:

NOTE: YOU CANNOT CHECK MORE THAN AUTHORIZED IN THE PRIME DD 254.




Blocks 2a-2c. Verify with your contracting officer that the
prime contract number, subcontract number, and/or
solicitation or other number is correct.

If this is a subcontract, the prime number must be listed in
Block 2a (TO INCLUDE THE REVISION NUMBER) and the
subcontract number must be entered into Block 2b.

CLASSIFICATION (When filled in): Unclassified

Blocks 3a-3c. Check the date to ensure it

DEPARTMENT OF DEFENSE OMB No. 0704-0567
CONTRACT SECURITY CLASSIFICATION SPECIFICATION OMB approval expires:
(The requirements of the National Industrial Security Program (NISF) apply to all security aspects of this effort involving classified information.) June 30, 2025

The public reporting burden for this collection of information, 0704-0567, is estimated to average 70 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering
and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including
suggestions for reducing the burden, to the Department of Defense, Washington Headquarters Services, at whs.mc-alex.esd.mbx.dd-dod-information-collections@mail.mil. Respondents should be aware that
notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED
(See Instructions)

|Secret IEI

b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/
MATERIAL REQUIRED AT CONTRACTOR FACILITY

None (See instructions) -

2. THIS SPECIFICATION IS FOR: (X and complete as applicable.)
a. PRIME CONTRACT NUMBER (See instructions.)
I:I F1234-C-23-0000 REV 1
b. SUBCONTRACT NUMBER
X| ACNIE-1234-OO‘
c. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD)

]

3. THIS SPECIFICATION IS: (X and complete as applicable.)

DATE (YYYYMMDD)
N a. ORIGINAL (Complete date in all cases.)

A 20230330
b. REVISED (Supersedes all previous specifications.)

[] REVISION NO. DATE (YYYYMMDD)
c. FINAL (Complete Item 5 in all cases.) DATE (YYYYMMDD)

[]

Classified material received or generated under

4.1S THIS A FOLLOW-ON CONTRACT? No [ | Yes  Ifyes, complete the following:

(Preceding Contract Number) is transferred to this follow-on contract.

In response to the contractor's request dated

5.1S THIS A FINAL DD FORM 2547 X Ne [ |Yes  Ifyes, compiete the following:
, retention of the classified material is authorized for the period of:

is correct. There should be an “X” in the
first column of the appropriate
specification:

If it is a new DD254 (original), the “X”
should be in the box to the left of Block
3a with the corresponding date.

If the DD254 has been “revised”, the “X”
should be to the left of Block 3b, there
should be a revision number, and the
revision date should be entered into
Block 3b.

If this is a final DD254, the “X” should be
to the left of Block 3¢, and the final date
should be entered into Block 3c.

ALL DATES ARE FOR THE SUB DD 254




Block 4. A follow-on contract is a contract that is awarded to the same
contractor or subcontractor for the same item or services as a preceding
contract. If you have a follow-on contract, Block 4 should be marked “yes”,
and the preceding contracting contract number should be provided. The

contract.

the DD254.

“yes” in this block also authorized the contractor or subcontractor to transfer
material received or generated under the preceding contract to the new

The details of the material being transferred should be reflected in Item 13 of

Block 5. A Final DD254 is used only if the contractor
requests the right to retain any project related
documents beyond the NISPOM permitted
timeframe. If this is a final DD254, Block 5 should be
marked “yes” and the date of the contractor’s
request for retention period should be entered, as
well as the date the material can be retained
through.

CLASSIFICATION (When filled in): Unclassified

[

DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the National Industrial Security Program (NISP) apply to all security aspects of this effort involving classified information.)

OMB No. 0704-0567
OMB approval expires.
June 30, 2025

The public reporting burden for this collection of information, 0704-0567, is estimated to average 70 minutes per response, including the time for reviewing instructions, searching exlslmg daIa sources, galnenng

and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this
suggestions for reducing the burden, to the Depariment of Defense, Washington Headquarters Services, at whs.mc-alex.esd mbx.dd-dod-ir mil. R

ls should be aware that

notwithstanding any other provision of law, na person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED
(See Instructions)

Secret B

b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/
MATERIAL REQUIRED AT CONTRACTOR FACILITY

None (See instructions) |z|

—

\ 4

\ 4

2. THIS SPECIFICATION IS FOR: (X and complete as applicable_)
a. PRIME CONTRACT NUMBER (See instructions.)
l:l F1234-C-23-0000 REV 1
b. SUBCONTRACT NUMBER
XI ACME-1234-00]
c. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD)

Classified material received or generated under

3. THIS SPECIFICATION IS: (X and complete as applicable )
lg a. ORIGINAL (Complete date in all cases.) DATE (v¥YYMMDD)
20230330
b. REVISED (Supersedes all previous specifications.)
I:l REVISION NO. DATE (YYYYMMDD)

c. FINAL (Complete Item 5 in all cases.) DATE (YYYYMMDD)

(Preceding Contract Number) is transferred to this follow-on contract.

5.1S THIS A FINAL DD FORM 25472 No [ ] Yes If yes, complete the following:

In response to the contractor's request dated

, retention of the classified material is authorized for the period of:




Block 6a. The prime’s official name and
physical address should be used.

Block 6¢. The prime’s DCSA Field Office

should be indicated.

Block 6b. The prime’s CAGE Code should be
included.

6. CONTRACTOR (mcivde Commercial and Government Enfity (CAGE) Code)

a. MAME, ADDRESS, AND ZIP CODE b. CAGE CODE | o COGMIZANT SECURITY OFFICE(S) (C50)
(Name, Addrass, ZIP Code, Telephone required; Emall Address optional)

CSTUE LU RO T LARIUS  E TR BRIan 8 Lee] CIAOSe Bn S0 i ST the S U AR IESs
— Bt Wil SH0 require 3 separate DO Form 254 issued by 3 prime Confracior fo £ach subconTactar)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | = COGMNIZANT SECURITY OFFICE(S) (C50)
(Name, Address, ZIP Code, Telephons required; Emall Address optional)

8. ACTUAL PERFORMANCE (Cifck butan fo 307 mare fosations,) | AddRow | Remove Last Row _

a. LOCATIOMN(S) {Far achal performance, see instructions.) b. CAGE CODE | o COGMNIZANT SECURITY OFFICE(S) (CS0)
7 sppicabis, (Name, Addrass, ZIP Code, Telephone required; Emall Address optional)
sem instructions. |




Block 7a. If there is a subcontractor, the
subcontractor’s official name and physical
address should be used.

Block 7b. The subcontractor’s CAGE Code

should be included.

Block 7c. The subcontractor’s DCSA Field

Office should be indicated.

& CONTRACTOR jncie Commencisl and Govermment Enfity (CAGE) Code)

a. NAME, ADDRESS, AND ZIF CODE

b. CAGE CODE

\ 4

©. COGNIZANT SECURITY OFFICE[S) [C50)
{Mame, Address, ZWP Code, Telephane required; Emal Address opianal)

— but wilf St require 3 separate DO Form 254 issued by 3 prime confractor

7. SUBCONTRACTOR(S) jcick pufton & you choose fo 30d or N5t ihe SUbCONIEComs

fo each subconiractar)

e s o

a. MAME, ADDRESS, AND ZIP CODE

b. CAGE CODE

RITY OFFICE(S) (C50)
R Jelenhane required: Emal Afdress aplional)

a. LOCATION(S) (For sctus! performance, See iNSHUCHians.)

b. CAGE CODE

Hint: To add additional rows to
Block 7, click “Add Row”.

c. COGMNIZANT SECURITY OFFICE(S) (C5
{Mame, Address, ZIP Code, Telephone required; Emall Address optianal)

Removing the last row and
deleting all rows is irreversible!

NOTE: YOU CAN LIST ALL THE SUBCONTRACTORS IN BLOCK 7
BUT YOU MUST ISSUE EACH ONE A SEPARATE DD 254.




& CONTRACTOR [include Commercial and Sovemnment Enlity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE | o COGMIZANT SECURITY OFFICE(S) (C50)
{Name, Address, ZIP Code, Telephaone required: Emal Afdress aptional

7. SUBCONTRACTOR(S) (ciick buftan ¥ you choose i 30d or F5t the SUbcONiEcos
— Bt will SH0 requite 3 separate DO Form 254 issued by 3 prime confracior fo each subcantractar)

Add Row

semore st |_ost s |

| a. MAME, ADDRESS, AND ZIP CODE

b. CAGE CODE | o COGMIZANT SECURITY OFFICE(S) (C50)
{Mame, Address, ZIP Code, Telephone required; Emall Address optianal)

8. ACTUAL PERFORMANCE (Ciick button fo sod mare focations.) |

Add Row | Remove Last Row

a. LOCATION(S) (For sctua! performance, see insfructians.)

Block 8a. If the work is to be performed at a
location other than the one specified in
Blocks 6a or 7a, the location where the
work will be performed should be entered
here. If there is more than one location,
they should be entered here (or in Block
13).

NOTE: ONLY LIST THE PERFORMANCE LOCATIONS FOR THE

b. CAGE CODE | e COGMNIZANT SECURITY OFFICE(S) (C50)
(Name, Address, ZAP Code, Telephone reguived; Emall Address opdional)

Block 8b. The CAGE Code should be
included here for any performance
locations, unless the entries were included
in Block 13.

Block 8c. Each performance location’s DCSA
Field Office should be indicated here, unless
the entries were included in Block 13.

Hint: To add additional rows to
Block 7, click “Add Row”.

Removing the last row and
deleting all rows is irreversible!

SUBCONTRACTOR HERE AND ANY SCI PERFORMANCE LOCATIONS IN THE

SCI ADDENDUM.



Block 9. A short, concise, and unclassified description of the
contract should be entered here. Enough detail should be
{ provided to give an adequate picture of the contract.

=il
." S 3 LR

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT

., APK ZUTE PREVIOUS EDITION 15 OB5SCOLETE.

CLASSIFICATION {When filled in):

COPY FROM THE PRIME DD 254

Blocks 10a-10k. If there is an “X” adjacent to any of these
items, it means there are accesses your company is
authorized access to and your employees will need to be
read in to, regardless of where the access will occur.
Additionally, each one that has an “X” should be
discussed in Block 13 of the DD254 to provide
parameters for access. If the information is not included,
or you need further explanation, contact the official
listed in Block 17.

=3

.

s
I g
e -

N6TE: REMEMBER NOT MORE THAN
AUTHORIZED IN THE PRIME DD 254.

e
-

[ ] a. COMMUNICATIONS SECURITY [COMSEC) INFORMATION
[] b. RESTRICTED DATA

I:‘ c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI)
{If CNIWDI appiles, RESTRICTED DATA Must 350 ba marked,)

|:| d. FORMERLY RESTRICTED DATA
e. NATIOMNAL INTELLIGEMCE INFORMATION:
|:| (1) Sensitive Compartmented Information [SCI)

[] (2) Nan-SCI

10. CONTRACTOR WILL REQUIRE ACCESS TO: [ a¥ that apply. Provide defalis in Biocks 13 or 14 a5 saf farfh in the Instructions. )

[ ] . SPECIAL ACCESS PROGRAM (SAF] INFORMATION
e MORTH ATLANTIC TREATY ORGANIZATION
(NATO) INFORMATION
[] h. FOREIGN GOVERMENT INFORMATION
n i. ALTERNATIVE COMPENSATORY CONTROL MEASURES
[ACCM] INFORMATION
H j. CONTROLLED UNCLASSIFIED INFORMATION [CUT)
[Sae Instructians.)
[ ] k. OTHER (Specify) jSee instructions. |




O

[

O
L

O

Blocks 11a-11m. If there is an “X” adjacent to any of these items, it means there are
additional requirements on the contract. Additionally, each one that has an “X” should be
discussed in Block 13 of the DD254 to provide additional explanation and requirements. If
the information is not included, or you need further information, contact the official

indicated in Block 17.

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT
ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT
ACTIVITY

(Appicable anly if there s o Scoess ar siorage required af condractar fachify.
See MStruchions.

b. RECEIVE AND STORE CLASSIFIED DOCUMENTS ONLY

c. RECEIVE, STORE, AND GENERATE CLASSIFIED
INFORMATION OR MATERIAL

d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

& PERFORM SERVICES ONLY

f. HAVE ACCESS TO U.5. CLASSIFIED INFORMATION OUTSIDE
THE U.5_PUERTO RICO, U.5. POSSESSIONS AND TRUST
TERRITORIES

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: £ ar mat appiy. See Instrucions. Frovide defals in Blocks 13 or 14 55 sef fth In fhe nstrucions. )

g- BE AUTHORIZED TO USE THE SERVICES OF DEFENSE
|:| TECHHNICAL INFORMATION CENTER (DTIC) OR OTHER
SECONDARY DISTRIBUTION CENTER

[ ] h. REQUIRE A COMSEC ACCOUNT

[ ] i. HAVE A TEMPEST REQUIREMENT

[] i- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
[[] k. BE AUTHORIZED TO USE DEFENSE COURIER SERVICE

L. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED
[] INFORMATION (CU).
{DoD Components: refar fo Dol S200.48, oniy for Spachc CLT profection
requirements. Non-DoD Companents: see INSrucions.)

[] m. OTHER (Specify) (See instustins

NOTE: YOU CAN CHECK LESS BUT NOT MORE THAN AUTHORIZED IN THE PRIME DD 254. IF

THERE ARE DIFFERENCES FOR THE SUBCONTRACTOR, TALK WITH YOUR GOV ISR.




Block 12*. All contractors are responsible for obtaining approval from their GCA prior to the
release of any information received or generated under the contract, except for certain types of |
information authorized by the NISPOM. The public release instructions for this contract are
included in Block 12 as required to direct you to the appropriate GCA office with public release
authority, should you need it.

12. PUBLIC RELEASE

Any information {classified or unclassified) pertaining to this confract shall not be released for pubfc dissemination except as provided by the Mafional
Industrial Security Program Operafing Manual (MISPOM) or unless i has been approved for public release by appropriate U_S. Government authority.
Proposed public releases shall be submitted for review and approval prior to release o the appropriate government approval authonty identified here with at
least office and phone confact information and if available, an e-mai address. (See msfructians)

[ | THROUGH (specty beiow) Public Release Authority:

* This Block is Mandatory!




Block 13. This section is used to expand or to explain information referenced in other sections of the DD254. Information such as additional
places of job performance from Block 8 and details for anything marked with an “X” in Bocks 10 and/or 11 are discussed in this section. It may
also explain anything unclear, confusing, or particularly important. It may be used to provide contact information and signatures for people
such as the contracting officer, program manager and/or security officer. Additional pages may have been used so be sure to read the entire
document.

Often the contract expiration date is entered here. Additionally, if SCI has been checked for the contract (Block 10e(1)), there should be an SCI
addendum attached to the DD254 and/or as part of block 13 to provide guidance on clearance processing and unique program-specific SCI
guidance. ADJUST SCI BILLETS FOR THE SUBCONTRACTOR If anything is missing or seems incomplete or unclear, reach out to the individual in

| Block 17 for supplemental/missing information and/or clarification.

The security classification guidance for classified information needed for this efiol e R TEATT Er
guidance or if any other contributing factor indicates a need for changes in this guu:lant:e 1:he nmhat:lor s au‘thunaed

aged to provide
recommended changes; to challenge the guidance or the classification assigned to any mformation or matenial fumished or generate this contract;
and to submit any guestions for interpretation of this guidance to the official identified below. Pending final decision, the information & all be
handled and protected at the highest level of ciassification assigned or recommended.

(FN In &5 appropriate for ihe classied e, Afach, or fonwand under sepavale COMESPoNOENce, Ay documentsguidesextracts referenced hereln, The feld wil expand 35
Is added. When remosing any expanded fexl area, use delefe key ar bACKSPAcE REy, then cior ol of fhe text Med for IT o Shvink aiter the texf as been dedeled. AlS0 aNows for
up to & Infema! reviewers to digitaly sign. See Msfructians for aditional guidance or use of he Mizbie PDF)

Tip: Use these buttons to

add/remove signatures.

Be sure to click “Show
Attachment Bar” as there
may be supplements

/ attached.
r( —
I Show

I List of Attachments (All Files Must be attached Prior to Signing, i.e., for any digital signature on the form) Attachment Bar

DD FORM 254, APR 2018 PREVIOUS EDITION 1S OBSOLETE. w/

CLASSIFICATION (When filled in):




_,_.—'_'-‘:H', "

ernment Contracting Agency (GCA) Approval

6.3. SECURITY CLASSIFICATION GUIDANCE.

e. The GCA will provide guidance to the prime contractor for
subcontracting. Unless the GCA provides specific
contractual direction to the contrary (e.g., access to CNWDI
or intelligence information) or DoD 5220.22-M includes a
specific requirement, the prime contractor has authority to
sign the DD Form 254 for subcontracts.

DOD MANUAL 5220.22, VOLUME 2
NATIONAL INDUSTRIAL SECURITY PROGRAM: INDUSTRIAL SECURITY PROCEDURES FOR GOVERNMENT
ACTIVITIES, August 1, 2018 Change 1, September 30, 2020



GCA APPROVAL

COMSEC (Ref: 32 CFR 117.21(h))

Subcontracts requiring the disclosure of classified COMSEC information will be awarded only upon the written approval
of the GCA.

CNWDI (Ref: 32 CFR 117.20(d))
Contractors will not disclose CNWDI to subcontractors without the prior written approval of the GCA. This approval

may be included in a contract security classification specification, or equivalent, other contract-related document, or
by separate correspondence.

NATO (Ref 32 CFR 117.19(g)(9))
The contractor will obtain prior written approval from the NATO contracting activity and a NATO FSCC must be issued
prior to awarding the subcontract. The contractor will forward the request for approval through the CSA.

‘| GCA Clause in Block 13 (Ref 32 CFR 117.17) Subcontracting/flow-down of this effort requires a Subcontract/Flow-Down
DD FM 254. Subcontract/Flow-Down DD FM 254 must be approved by HQ USSOCOM prior to award. Forward
requests and draft Subcontract DD FM 254s to the Contracting Officer’s Representative/Program Manager and

USSOCOM Industrial Security (IndustrialSecurity@socom.mil). IAW USSOCOM R 380-9, Industrial Security, please allow
10 duty days for review/approval.




Add Attachment

View Selected Attachment

BLOCK 13 SIGNATURES

Remove Selected Attachmen

BLOCK 17 OF PRIME DD 254

NAME & TITLE OF REVIEWING OFFICIAL
COR
NAME & TITLE OF REVIEWING OFFICIAL
SSO/SAP OFFICE (IF ANY)
NAME & TITLE OF REVIEWING OFFICIAL
INDUSTRIAL SECURITY
NAME & TITLE OF REVIEWING OFFICIAL

GCA

SIGNATURE

SIGNATURE

SIGNATURE

SIGNATURE

COPY FROM THE PRIME DD 254

il

F




Block 14. This section is completed whenever there are security requirements in addition
| to the requirements of the NISPOM or its supplements.

14. ADDITIONAL SECURITY REQUIREMENTS
Reguirements. in addition to NISPOM requirements for classified information, are established for this contract.

I Yes, identiy the pertinent coNtracival ClSuses i he contract document MSeK, or provide an appropniate SStEment which idanties the Soationa/
[INo []¥es FEqUIrEMENTS. Prowide a copy of the requirements fo the CS0. The el wil expand 35 text Is added or you can alse use Bem 13 When removing any
expanded fext area, Use delsta Key of backspaca Key, then click out of the foxf Haid for If b0 shrink 2Ter the fext has bean dokafed,

{See Instuctions for adotlnal guitance or Use of e Miake PDF. |

COPY FROM THE PRIME DD 254

5
Elements of this contract are outside the inspection responsibility of the C50.

No e T YES, EpiEN and Menty SpecAC areas and GOVEMMENt ScHty rESpanSibie far ISPECtions. The fieid Wil Expand 35 fxt 15 S0USd or you can 3150 Use fem
] [] Yes 13, IWhen removing any expanded text area, LSS deiete Key or bACkSPACe key, than chck oot of the text el for f fo shrink affer the text has boen dalcte,
{See Instuctions for agotonal guidance or use of the Miatle POF. )




14. ADDITIONAL SECURITY REQUIREMENTS
Reguirements, in addition to NISPOM requirements for classified information, are established for this contract.

[INo [ ves I Yes, identiy the pertinent CcoNtracival CiSUSEs 1 e contract document MSeK, or provide an appropniate SStEmEeNt which idantias the Soaitona/
requIrEmENTS. Provide a copy of the requirements fo the CS0, The felg wil expand 55 text Is sdded o you can alse use Bem 13 When removing any
expanoed fext area, Use delsta Key of DECKSpace Key, then click out of e fexl Baid for If b shrink Ter the fext has bean dekfed,
{See Insuctions for sgoilnal guitance of Use of e Miabe POF. |

5
Elements of this contract are outside the inspection responsibility of the C50.

Na ¥ I Yies, expiai and Jdentiy speciic areas and govermment 3ctivity respansitle far Nspections. The feid Wil expand 35 fext [5 adoed or you can also use Meqy
L [] Yes 13. When remowing any expanded text area, Use delele key o backspace key, then chok oul of the bt Seid for i i Shrink after the text has been deleted,
{See ISUCHions for a0okonal guitance of USe of the Miatke PDF. |

COPY FROM THE PRIME DD 254

" | Block 15. This section is used to indicate contract or portion of a contract that is “carved out” of DCSA’s inspection
| purview. It must identify the cognizant security authority if not DCSA. Notify your DCSA ISR of any “carve outs”
discussed here. Generally, Block 15 is checked when SCIl and/or SAPs are involved or when the contractor facility
is operating on a military installation and the installation commander has elected to retain security cognizance.




16. GOVERNMENT CONTRACTING ACTIVITY [GCA) AND POINT OF CONTACT (POC)

a GCA NAME ¢. ADDRESS {Include ZIP Code) | d. POC NAME

S COPY FROM THE PRIME DD 254 ==y

CONTRACTING OFFICE [See instructions) f. EMAIL ADDRESS jSse Instruchions)

Block 16. This section indicates the government
contracting authority (customer) and provides a point
of contact.

17. CERTIFICATION AND SIGNATURES

Security requirements stated herein are complete and adeguate for safeguarding the classified information to be released or generated under this classified
effort. All questions shall be refemred to the official named below. Upen digitally signing ltem 17h, no changes can be made as the form will be locked.

a. TYPED NAME OF CERTIFYING OFFICIAL (Last, First, AMiddie inifia) d. AAC OF THE CONTRACTING OFFICE | h. SIGNATURE
{Sea Instructians) {See Instmctions)
b. TITLE e CAGE CODE OF THE PRIME CONTRACTOR
(See Instruchions.)
c. ADDRESS (Include ZIF Code) f. TELEPHOME {incivde Area Code) i. DATE SIGNED
(See Instructians)
g- EMAIL ADDRESS (=ee Instructions)

Block 17. This section should be completed by the FSO
to indicate prime contractor’s certifying authority and
provides a point of contact.

18. REGUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL

f. OTHER AS NECESSARY (i more room [s needed, comtinue in ftem 1.3 or an
[] a. CONTRACTOR U andmonal page I necessary.|

[] b. SUBCONTRACTOR

] c. COGNIZANT SECURITY OFFICE FOR PRIME AND
SUBCONTRACTOR

] d. LS. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
ADMINISTRATION

[[] e- ADMINISTRATIVE CONTRACTING OFFICER

UL FURNMN 254, APR 2018 PREWVIOUS EDITION IS OBSOLETE.
CLASSIFICATION {When filled in):

Block 18. This section indicates what organizations and

entities should receive a copy of the DD254.
Check Block 18b. SUBCONTRACTOR
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ute as checked in Block 18

er SUBCONTRAC

d. AAC OF THE CONTRACTING OFFICE
{See Instructions)

A

h. SIGNATURE

[RUSSELL Cf‘%‘[‘:ém
TONES: A0 eces asion|

‘e. CAGE CODE OF THE PRIME CONTRACTOR
)

(09B 3000001 mamarrcsec|

i 7. mm]ulz'
TCO0CTAFD Dinie: 3023 04 24]

CLASSIFICATION (When filed in): Unclassified

519H0 Q0014213 |oran ss st
T TELEPHONE [inciue Area Code)] i DATE SIGNED
~1 (813) 720-3800 [See nsaons)
9. EMAIL ADDRESS (See Instuchions) 20290424
russell jonesihukos.com
18. REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL
£ OTHER AS ¥ g 130ran
[X a CONTRACTOR = ‘anditianal page i necessary.)
[ b. SUBCONTRACTOR - o
DHS/USCG
5] © COGNIZANT SECURITY OFFICE FOR PRIME AND
SUBCONTRACTOR
[ & US. ACTIVITY RESFONSIBLE FOR OVERSEAS SECURITY
ADMINISTRATION
[ e. ADMINISTRATIVE CONTRACTING OFFICER
. Fage 507 6
DD FORM 254, APR 2018 PFREVIOUS EDITION IS OBSOLETE. PR




SUMMARY

Courses you need to take

* Quick Review of the Prime DD Form 254

* Tips for Success

e Issue the “Flow Down® DD Form 254




THANK YOU!

~ Does anyone have any questions?

RUSSELL “RUSTY” C. JONES, ISP®/SFPC/PSC
- russell.jones@lukos.com
§ (813) 720-3800




Multiple Facility Organization (MFO)

¥ + “Flow Down” to a subordinate without a DD Form 254
b - DD 441-1 in place with performance locations
(Safeguarding)

* Treated as a separate legal entity
* Requires a DD Form 254

32 CFR §117.9 Entity eligibility determination for access to classified information (i)(j)




ARIO - DIFFERENT SUBCONTRACTOR REQUIREMENTS

“What if | have a subcontractor that needs safeguarding, but | don’t have it on
my DD 2547”

— Coordinate with your Government IS office
« Put this comment in PRIME Block 13:

EXAMPLE - Ref 8, ACME. (CAGE Code 4U2C3): The contractor requires access to classified
source data up to and including TOP SECRET at U.S. Government facilities and SECRET at
contractor facilities in support of the work effort. Contractor will reference the appropriate security
classification guidance when generating or deriving classified material or hardware. All classified
information received or generated will be properly stored and handled according to the markings on
the material. All classified information received or generated is the property of the U.S. Government.
At the termination or expiration of this contract, the U.S. Government will be contacted for proper
disposition instructions. Please include this guidance to Item 13, Ref 11c on the associated
Subcontract/Flow-down DD FM 254. Items 1b and 11c must be selected on associated
Subcontract DD FM 254s as required.

— Then issue the Subcontract DD Form 254



ENARIO -SPONSORING A FACILITY CLEARANCE (FCL)

“What if | have a subcontractor that needs a facility clearance (FCL)?
How do | sponsor them?”

— Coordinate with your Government IS office
— Put this comment in the SUBCONTRACT Block 9:

kkkkkkkkkkkkkkkkhkkkhkkkhkkkkkkhkkkhkhkkkhkkkhkhkkkkhkkkhkhkkkhhkkhkkhkkkkhkkkhkhkkkkkkhkhkkkkhkkkkkkkkkkkkkkkkkk

THIS DD FORM 254 IS TENTATIVELY APPROVED PENDING FACILITY CLEARANCE
(FCL). Upon Defense Counterintelligence & Security Agency approval of FCL, but prior to
award and any classified release, this DD Form 254 will be submitted to U.S. Special
Operations Command Industrial Security for final review and approval.

kkkkkkkkkkkkkkkkhkkkhkkkhkhhkkkhkkkhkhhkkhkhkkkkkhkkhkkhkkkkkkkhkhkkhkkhhkkkkkkkkhhrkkhkhkkkkhkkkkhkkkkkkkhkkkkrkkkk*

— Submit to the GCA for approval (if required)
— Submit in NISS
— Once the FCL is approved, issue a new DD 254
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