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CUI OVERVIEW
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CONTROLLED UNCLASSIFIED INFORMATION (CUI)

For the record: C-U-1 z CORRECT
“Cooey” ['kooé] WRONG

CUl is an “initialism” — an abbreviation consisting of initial letters
pronounced separately (e.g. FBI, CIA, DCSA)

NOT...

An acronym, or abbreviation formed from the initial letters of other
words and pronounced as a word (e.g. NASA, CFIUS, LASER)

C
m classmgmt.com




CONTROLLED UNCLASSIFIED INFORMATION (CUI)

THE WHITE HOUSE
WASHINGTON

May 7, 2008

2008

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

SUBJECT: Designation and Sharing of Controlled
Unclassified Information (CUI)

Purpose

(1) This memorandum (a) adopts, defines, and institutes
*Controlled Unclaggified Information" (CUI) as the single,
categorical designation henceforth throughout the executive
branch for all information within the scope of that definition,
which includes most information heretofore referred to as
"Sensitive But Unclassified" (SBU)} in the Information Sharing
Environment (ISE), and (b) establishes a corresponding new

CUI Framework for designating, marking, safegquarding, and
disseminating information designated as CUI. The memorandum's
purpose is to standardize practices and thereby improve the
sharing of information, not to classify or declassify new or
additional information. :

C
m classmgmt.com

The White House

Office of the Press Secretary

For Immediate Release 201 O

Movember 04, 2010

Executive Order 13556 - Controlled
Unclassified Information

By the authority vested in me as President by the Constitution and the laws of

| liwitimed EFmtbmr b A evmmpirma 4 50 Ivmrmbuy vl mrmed e Pl gais

the

5
mai

pur
exc

“...inefficient, confusing patchwork... resulted in inconsistent
marking and safeguarding of documents, led to unclear or
unnecessarily restrictive dissemination policies, and created
impediments to authorized information sharing. The fact
that these agency-specific policies are often hidden from

¢ public view has only aggravated these issues.”

At present, e. 4d hoc,
agency-specific po. ad control this
information, such as im« oy, proprietary
business interests, and law enforcement investigations. This inefficient,

confusing patchwork has resulted in inconsistent marking and safeguarding of




CONTROLLED UNCLASSIFIED INFORMATION (CUI)

UMNCLASSIFIED

CUI Background and History

NISE EQ 13556 RODI 5200.48
2010 2020
Ad-hoc, agency-specific policies, procogures,
and markings fo safeguword and controf
informabion emerges
= EQ12B29 = EO 13556 = 32 CFR Secthion 2002 = Establishes policy

Cstablishes 1he Establishes CLUI published and assigns

National Controllad =  DCSA Director responsibilities and

Industrial Unclassified implements D55 in prescribes

SEecurity Information Transition Initiative procedures for CUI

Program *  SECDEF appoants to focus protection throughout DOD
USD[I&S5) DOD efforts on critical * Establishes official
CUl Senior assets and redevant 000D CUl gegistry

Sgency Official threats

055 in Trensibon,” Deliver Uncompraomisad, laint
Cyber Intelligences Too! Swite (MOITS), Cybersecurity
MMaturity Model Certification [CAMME)

“The loss of classified and controlled unclassified information is putting the Department’s investments at risk and eroding

the lethality and survivahility of our forces.”"—= SECDEF/24 Oct 2018

Commerce Department and FBI estimate 5600 billion in The majority of lost/stolen technolopy occurs on

annual losses unclassified systems

SNCMS Rl Source: DOD Virtual Security Conference 2021



CONTROLLED UNCLASSIFIED INFORMATION (CUI)

UNCLASSIFIED

CUI Overview

WHAT IS CUI?

* |ntended to establish an open and uniform program for

managing information that requires safeguarding or Executive Order
dissemination controls

13556
= Replaces FOUQ, SBU, LES, and other labels and
markings used November 9, 2010
= Categories such as Privacy, Tax, Law Enforcement, Critical
Infrastructure, Export Control, Financial, and Intelligence
information that requires special safeguarding

32 CFR Part 2002

September 14, 2016
WHAT IS NOT CUI?

» Classified information or a classification
= Corporate intellectual property (unless created for or

included in requirements related to a government contract)
= Publically available information

DOD Instruction
5200.48

March 6, 2020

SNCMS Rl Source: DOD Virtual Security Conference 2021



NARA — CUI EXECUTIVE AGENT

| CUIl Guidance Impacts Dozens of
Blogs - Bookmark/Share - Contact Us -
o , | . Federal and State Agencies
e S NATIONAL ARCHIVES | Search Archives.gov 7

AMERICA'S FOUNDING

RESEARCH OUR RECORDS VETERANS' SERVICE RECORDS EDUCATOR RESQURCES VISTTpUS DOCUMENTS

Information Security Oversight Office (ISOO)

Home > Information Security Oversight Office (I500) = About IS00

About ISO0 AbOl_lt ISOO

. FI1500

History
INFORMATION SECURITY
OVERSIGHT OFFICE

40th Anniversary
Our Staff
Director's Bio

Our Programs and
Groups

Contact Information

Our Mission:

We support the President by ensuring that the Government protects and provides proper access to information to advance the
national and public interest. We lead efforts to standardize and assess the management of classified and controlled unclassified
information through oversight, policy development, guidance, education, and reporting.

Our Vision:

e A Government whose information is properly shared, protected and managed to serve the national interest.

e Aninformed American public that has trust in its Government. ISOO miSSion: Support the PreSident
by ensuring that the Government
protects and provides proper access

- N to information to advance the
HINCMS R national and public interest. .




OVER 100 TYPES OF UNCLASSIFIED INFORMATION

= For Official Use Only (FOUO)
« Sensitive But Unclassified (SBU)

» Contract Sensitive Information
(CSI)

= Sensitive Security Information
(SSl)

« Law Enforcement Only (LEO)

= Privacy Act Information /
Personally Identifiable
Information (PII)

classmgmt.com




o e,
Al "‘; Department of Defense
ey e 1

MANUAL

DOD 5200.01 VoL 4 CUI CATEGORIES

NUMBER 5200.01, Volume 1

For Official Use Only (FOUO) DoD Unclassified Controlled =
Nuclear Information (DoD UCNI)
Law Enforcement Sensitive (LES)

Limited Distribution Statements

Distribution A - Approved for public release, Distribution E - Distribution authorized to DoD
distribution is unlimited Components only

Distribution B - Distribution authorized to U.S. Distribution F - Further distribution only as directed
Government Agencies only by (controlling DoD office) or higher DoD authority
Distribution C - Distribution authorized to U.S. Distribution X - Distribution authorized to U. S.
Government agencies and their contractors Government agencies and private individuals or

enterprises eligible to obtain export-controllec
Distribution D - Distribution authorized to the DoD  technical data in accordance with DoD Directive
and U.S. DoD contractors only 5230.25



“SIMPLIFICATION”

T~

Emergency

Management
Governance

Agriculture Patent

Policy and

Immigration Guidance

Laws,
Financial

Regulations,

: Legal CUI Program Technology
Govt-wide Law

Policies Enforcement

Tax

Privacy Accountability

Transportation

classmgmt.com
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Llse dhis space 10 indicale calepomes, lmsdind e mhen ook
special BeITuCTins, points of conact, e, i nesded

Contralled by

CLUII Category|ies

LI or Dhsiribartion Siabement
ML

ATTENTION

All mdiveduals bandling this informatson are reguired o protect

it from urmuthorired disclosure

Handlimg, storage, reproduction, and dispositson of the attached document| s} must
be in accordance with 32 CFR Part 2002 and applicable agency policy.

Aocess to and dissemination of Controlled Unclassified Information shall be
alliwwed a5 necessary and permissahle to any indnaduali(s), organcstion]s), or
groumping|’s) af wsers, provided such acoess or dissemination 5 consistent with or in
furtherance of a Lawful Government Purpose and in a manner consistent with
applicable kw, regulstsons, and Govemment-ansde policies
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CUI PoLICcYy DoDI 5200.48

DoD 5200.01 Vol 4 (2012)

ol

Department of Defense

MANUAL

BER 5200.01, Volume 4
February 24, 2012

DoD INSTRUCTION 5200.48

I)

SUBJECT: DoD Information Security Program: Controlled Unclassified Information (CUI) CONTRDLLED UNCLA S S:[FIED INFDMHON (CU_'[)

References: See Enclosure |

|. PURPOSE Originating Component:  Office of the Under Secretary of Defense for Intelligence and Security

a. Manual. This Manual is composed of several volumes, each containing its own purpose. .
The purpose of the overall Manual, as authorized by DoD Directive (DoDD) 5143.01 (Reference Effective: March '5:- 2020
(a)) and DoD Instruction (DoDI) 5200.01 (Reference (b)), is to reissue DoD 5200.1-R

(Reference (¢)) as a DoD Manual to implement policy, assign responsibilities, and provide e : ; : : S :
procedures for the designation, marking, protection, and dissemination of CUI and classified Releasability: Cleared for Pllhllﬂ release. Available on the Directives Division Website

information, including information categorized as collateral, sensitive compartmented at hﬂpﬂﬂWE‘EdW]lSﬂ]Jmer
information (SCI), and Special Access Program. This guidance is developed in accordance with

Reference (b), Executive Order (E.O.) 13526 and E.O. 13556, and part 2001 of title 32, Code of

Federal Regulations (References (d), (e), and (f)). This combined guidance is known as the DoD Cancels: DoD Mamal 5200 01 Volume 4. “DoD Information SE‘CIII'ITF PTDgI'ﬂ]II

Information Security Program. o o b '
Controlled Unclassified Information,” February 24, 2012, as amended

b. Volume. This Volume provides guidance for the identification and protection of CUIL.

2. APPLICABILITY. This Volume: Approved by: | ® Cance I s DOD 5200.01 - VOI 4
a. Applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs PY Esta b I iS h es t h e C U I Reg ist ry

of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other

eceipamed At pupose: maced ®  EStablishes DCSA security oversight authority
b.. Does not alter existing authorities and responsibilitifzs of the Dircctoﬁr of National 2010 DEI}l.lfjl' Sect Of N I S P CO ntra Cto rs ! C U I P rog ra m S Wh e n DO D

Intelligence (DNI) or of the heads of elements of the Intelligence Community pursuant to blish

policies issued by the DNI. « [Establishes PO

mnaccordnce witf  COMponents establish CUI requirements in

(CFR.); and Defen| . po
5 20A 01 DOD classified contracts

Does NOT implement the new CUI program established by Reference (¢). Thy#Volume

C e Establishes the of..
m classmgmt.com .,




CUI CONTROLS AND CONSIDERATIONS

2 | - What laws, regulations, or government-wide policies (LRGWP) subject the
| ﬂ / information to a limited dissemination control (LDC), if applicable?
) 3 G Law or Rule?... Law = CUI Specified (SP) Rule = CUI Basic
—

- What Organizational Index Grouping does this information support?
The CUI Registry includes 125 subcategories of Specified and Basic CUI
Examples: Critical Energy Infrastructure Information (SP-CEIl)
DoD Critical Infrastructure Security Information (DCRIT)
Protected Critical Infrastructure Information (SP-PCII)
General Critical Infrastructure Information (CRIT)

- What Limited Dissemination Controls apply to this information? (there are 10)

NOFORN DL ONLY Attorney-WP
FED ONLY REL TO [USA, LIST] Attorney-Client
FEDCON DISPLAY ONLY Deliberative

m classmgmt.com N OCO N

13



CUI CATEGORIES

NARA Final Rule:
“Controlled Unclassified
Information,” 32 CFR Part

2002, 81 Fed. Reg. 63324 (Sep.

14, 2016). NARA’s CUI
“Registry” states the law,
regulation and policy behind
each CUI category and
subcategory.

DoD now has a CUl w

with much useful info - but it
does not remove the trouble
many contractors have
identifying what information
in their possession is CUL,

Who may have access to CUI?

- Defense contractors

- Other Federal contractors
- State & Local governments
- State & Local contractors

- Tribal governments

- Colieges & Universities

- Interstate Organizations

« NGOs

- Foreign governments

— classmgmt.com

Critical
Infrastructure
(11 sub)

Immigration

(7)

Natural and
Cultural

Resources (3)

Procurement &
Acquisition
(3) 0.8,
SBRE&T; SSI

Transportation
(2 sub)

Defense (4)

Controlled Technical Information
DoD Critical Infrastructure Security
Navy & Controlled Nuclear

Intelligence International
(8) Agreement
General Intel. (1)
Ops Security
NATO Nuclear
(2) (5)
Proprietary “Provisional”
Business Info (9) e.g.,
(6) Info Sys Vuln
Sens Pll

Export Control
(2)

Law Enforcement
{18)

Patent

(3)

Statistical
(4 sub)

Financial
(12)

Legal
(12)

Privacy
(9)

Tax

(4)

20 Categories, 125 Subcategories



172 Blogs - Bookmark/Share - Contact Us

\ {J earch Archives.gov Search
S% NATIONAL ARCHIVES Sowsch ki =3

RESEARCH OUR RECORDS VETERANS' SERVICE RECORDS EDUCATOR RESQURCES VISITUS AMERICA'S FOUNDING DOCUMENTS

Controlled Unclassified Information (CUI)

Home > Controlled Unclassified Information (CUI)

CUI Registry

The CUI Registry is the Government-wide online repository for Federal-level guidance regarding CUI policy and practice. However, agency personnel
and contractors should first consult their agency's CUl implementing policies and program management for guidance.

Search the Registry: H Go ‘
Categories, Markings and Controls: Policy and Guidance
e Category List ¢ Executive Order 13556
* CUI Markings * 32 CFRPart 20024 (Implementing Directive)
¢ Limited Dissemination Controls * CUI Marking Handbook |5
* Decontrol ® CUI Notices

e Registry Change Log 3\
CUl Glossary

N CMS Ry https://www.archives.gov/cui L




“THE” CUI REGISTRY

2

NS NATIONAL ARCHIVES

hifps://www.archives.gov/cui

. CONTROLLED
I IUML’LMHIFIED

|NFORMATION

CUI Registry
Categories
CUI Markings

Limited Dissemination
Controls

Decontrol
Registry Change Log
Policy and Guidance

Glossary
CUl Reports

CUI Training
CUl Resources

C
m classmgmt.com
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1500

IMFORMATION SECURITY NARH IS -I_he EKECU-I-IVE'

*DODI 5200.48 designates

OVERSIGHT OFFICE

Natfional Archives and Agent for the CUI Program
Records Administration™

Organizational Index Grouping CUIl Categories

Defense

Export Control

Proprietary Business Information

Controlled Technical Information
DoD Critical Infrastructure Security Information

Naval Nuclear Propulsion Information
Unclassified Controlled Nuclear Information - Defense

Export Controlled

Export Controlled Research

Entity Registration Information

General Proprietary Business Information

Proprietary Manufacturer

16



Organizational Index Grouping

Critical Infrastructure

Defense

Export Control

C
m classmgmt.com

CUI Categories

Ammonium Nitrate

Chemical-terrorism Vulnerability Information
Critical Energy Infrastructure Information
Emergency Management

General Critical Infrastructure Information
nformation Systems Vulnerability Information

Physical Security

Protected Critical Infrastructure Information
SAFETY Act Information

Toxic Substances

Water Assessments

Controlled Technical Information

DoD Critical Infrastructure Security Information

Naval Nuclear Propulsion Information

1500

INFORMATION SECLIRITY
OVERSIGHT OFFICE

Category Description:

Category Marking:

Banner Format and Marking
Notes:

Unclassified Controlled Nuclear Information - Defense

Export Controlled

Export Controlled Research

CUI Category: Controlled Technical Information

Banner Marking: CUI//SP-CTI

Controlled Technical Information means technical information with milita
access, use, reproduction, modification, performance, display, release, dis
is to be marked with one of the distribution statements B through F, in acc
"Distribution Statements of Technical Documents.” The term does not incl
restrictions. "Technical Information" means technical data or computer so
Acquisition Regulation Supplement clause 252.227-7013, "Rights in Techni
Examples of technical information include research and engineering data,
standards, process sheets, manuals, technical reports, technical orders, ca
and related information, and computer software executable code and sou

CTI

Banner Format:

CUl//Category Marking//Limited Dissemination Control

https://www.archives.gov/cui/registry/category-list 17




77 2 Blogs - Bookmark/Share - Contact Us

&\*‘4‘ N Search Archives.gov Search

=% NATIONAL ARCHIVE?

RESEARCH OUR RECORDS VETERANS' SERVICE RECORDS EDUCATOR RESQURCES VISITUS AMERICA'S FOUNDING DOCUMENTS

Controlled Unclassified Information (CUI)

Home > Controlled Unclassified Information (CUI)

Marking Handboo Brochures and Job Aides CUI Coversheet
1SO0O CUI

INFORMATION SECURITY
OWERSIGHT OFFICE

ON MA

ATTENTION

Lise i space 10 indicale calegones, sl s ook
ppecial BTN, Poinits of CHRCL A, 1 nesdsd

% Portion marking is permitted and encouraged

Controlled Unclassified Information, Emails, and Marking

to facilitate information sharing and proper
Hancleg of the Jobormatlon, Wieti il U Wi D[SSEMI,NAT[F)N When sending an emanl; a banner marking must appear at the top portion of the emal.
abbreviations, in parentheses, are placed at the CONTROL MARKINGS)

L] . . T . . . s
beginning of the portion to which they apply In addition to the banner marking, an indicator can be incleded in the subject line o
a I 1 I l and throughout the entire document. Use the Limited Dissemination Control Markings indicate that the email also contains CUL “Contains CUI" can appear in the subject line to
found on the CUI Registry (www.archives.gov/cui/). alert Tt‘plu'ipit.‘l'.lL'i that CUI is present in the email.

% Using portion markings may be optional (or

required in agency policy), but when using Limited Dissemination When forwanding or responding to email containing CUL be sure to carry forward all

C O N T R O L L E D them, follow these rules. Control Markings applicable marking to the new email
' l [

¢ CUI portion markings may include up to three . This e show i1 —
. " Ranedom. Emplovesialopm, gov s example shows the Usc
| [ NCL A S S I FIED A CUL/SP-SPECIFIED/DISSEMINATION of the CUI Control Marking, a
» The CUI Control Marking (the acronym A B o Lorem. Ipsurn@nare. gov & C.lTI[ CﬂlFs'ﬁf}' m?—'-"-'"ﬁ [ for
“cur’). ﬁ “,:;ngmm'. 20008 Privacy information). and a
» CUI Category or Subcategory Markings Agency Information |Comtains CUI] Limited leh"_mmm'm
INF ORMATION 7 ifi 2724 CULSP-PRVOCY /I FEDONLY Control marking (for Federal
(mandatory for CUI Specified). August 27. 2016 AILSE- - SINLENL Employees Only)
> Limited Dissemination Control Markings. MEMORANDUM FOR THE DIRECTOR The nile alfzcts Frdenl execalive branch agencies. (hat
Feoan: Sob . Doe. Cief Dividion $ teamifle C°U7] anad all erganizwions (srerces) ihat handle,
. . & T : binge 2 A p p : ~ S W poakcia, e, dhare, o reverve CLUT—or which eperile, e
(Bannel’ and POl'tlon Mal’klngs) ® When porton markm&,s are used and a Subject: Examples or bevve aesess o Fedeml indormation and iformaiion
Y portion does not contain CUI, a “U" is placed : sysienis on beball of an agency Mot A, Realemployeei dot. gov
in parentheses to indicate that the portion :,;;\‘fl':‘::‘d'::\,{‘:,:dx:,:::?: i,':&:hﬂ(,:;:c,:‘mﬂ" - e
Sortaing uncasifal tifosmation advance the nationa! and public interest Larem I Random. Employesiaiopm. gov @ ATTENTION
i Comredled Unchnsified fommatin
We lend efforts to standardize and assess the management Iefirrmration Security Chemight Office Cand: Ageney [nfi g ¥ T
ol’cl:m‘wdoan’d c;nlml;‘cd un:las:(\i:!‘m!;nn;:‘nc % ! Pwid: Agency Infoemation [Contales CUI| All ndivaduals bandling this informatson are reguired 1o protect

CONTROLLED/SP-SPECIFIED through oversight, policy development, gusdance, e - T B F U A - " CUISEP-PRVCY/FEDONLY it from urauikorized disclosure
education, and reporting. i

be in accordance with 12 CFR Part 202 and applicable agency policy.

UNCLASSIFIED m“'-‘“l"“ FOR DI DRECTOR This cxample shows how the "

¥
from: ok £ Doc,Chic Diviicn eriginal recipient carried forward fue

Subject: Agency Information [Contins UL

- Forwipdinl sicwidgoe -
arern Ipuen < lonem paamdian, pove Aacess bo and dissemination of Controlied Unclesified Information shall be
Meedi, My 14, 2018 & 620 AM

& N < A, Department of Good Woekes
. C ON ’I R() L LL D P Toaiegon DC 2006 n 4 & | = 3 Please see the mate from NARA. Handling, storage, reproduction, and dispositson of the attached documents) must

allwed a5 necessary and permissable to any indnviduali's), organsmtion]s), o

INFORMATION % ISOO I . I CONTROLLED h'" —— the CUT marking from an original To: Randem Employes <Hamdon. Emgloveedopm v groupingis] of wers, provided such acocess or dissemination & consistent with or in

UNCLASSIFIED

oot 0 Proniict ¥y emparing et . ; . ‘ e
—— 12 a1 email 1o a new email furtherance of a Lawful Government Purpose and in a manner comsisient with

e protents amd pros bes ooper sccens 10

INFORMATION SECURITY a1 8 e he awtceal sed pebly; imeres CULSE PRVOYVFED 051y

OVERSIGHT OFFICE INFORMATION Portion —
(CUISP.SPECIE

Markings Y . NOTE: The above example uses the word

d inforration (hrough overghs,
ornent, gardance. edacaice, m repeTieg
(L) All quvtions separdise this docamaent o be direcid

August 2016 19 the Secumty and Ingrection Diviston, 203-43 4446

apphicable kw, regulatsons, and Government-wide policies

Bemibel - T W & W A -~ | w5k tamim b

El: " am=o u

Addditbonal Hesources
=% y— o Mlarking Book: https:www.archives. gov files'cui/ 200 ] 206-cui-marking - handbook v ] - | padf
Reference: 32 CFR 2002.2 CLT Website: hipsswww. archives govicai
Blog: hitps:isoo blogs grehives gou

flassmgmt.com https://www.archives.gov/cui/additional-tools 1




THE CUI REGISTRY(IES)
DoD CUI PROGRAM

hitps://www.dodcul.mil/

DoD CUI Registry

| | E:E|[E:|L:|t;a Organizational CUI Categories Category Authorities
|NFORMATION Index Grouping Abbreviations
Defense Controlled Technical CTI 48 CFR 252.204-7012
Information
DoD Critical Infrastructure DCRIT 10 USC 130e
NO FORN Security Information
FEDCON Naval Nuclear Propulsion NNPI 42 USC 2013
RELTO USA, GBR Information 50 USC 2511
Unclassified Controlled DCNI 10 USC 128(a)
Nuclear Information - 32 CFR 223
Defense (UCNI)
Export Control |Export Controlled EXPT 50 USC 4614(c)
13 USC 301(g)

C
m classmgmt.com o




DOD CUI GUIDANCE

HOME ABOUT US CONTACT

HOME > HOME > TRAINING

l CONTROLLED
I I UNCLASSIFIED

INFORMATION

DoD CUI Awareness Training

DoD CUI PrRoGrAM

&l Center for Development
of Security Education

CDSE Home Page
CDSE Information Security Page
CDSE Cumrent CUI Page

https://www.dodcui.mil

Search DODCUI

1ISOO

INFORMATION SECURITY
OVERSIGHT OFFICE

ISOO provides these training videos on YouTube, so0
Some users may be unable to access them from US
Government IT systems because of organizational
policy.

The Controlled Unclassified Information Program
Controlled Unclassified Information: Lawful Govermment
Purpose

Controlled Unclassified Information - Introduction to
Marking

Controlled Unclassified Information - Marking
Commingled Information

Controlled Unclassified Information - Controlled
Environments

Controlled Unclassified Information - Destruction of CUI
Controlled Unclassified Information: Unauthorized
Disclosure: Prevention and Reporting

CUIl and the FOIA FAQs

20



The appearance al exdernal hyperlinks does not
constitube endorsement by the Unfed States Dapariment CLEARED

of Darfense (Do) of the Inked websites, or the infamation. For Open Publication
prociucts or sendces comained therein. The DoD does

Mol emercse any ediorial, security, or oliher conlrol

ovef (he rformation you may find at these locabons MNow m-: 2020

Department af Delandgs
OFFICE OF PREPUELICATION AND SECLRITY REVIEW

Controlled Unclassified Information
Markings

October 23, 2020

DOD MARKING GUIDE
www.DODCUI.MIL

https://www.dodcui.mil

C
m classmgmt.com OUSD(1&S)/DDI(CL&S) 21
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Example of markings on a CUI document with portion markings.

If all the sub-paragraphs or sub- Header
bullet points carry the same
classification as the main

paragraph or bullet point, Ccul

portion marking is not required i1

for the sub-paragraphs or sub- 2 \§ :___f:},_ ,{ _.
bullet points. FOR: See Distribution

However, if any of the sub- FROM: LSI(I&S)

paragraphs or sub-bullet SUBJEC T, (U) Information Security Considerations during Novel Coronavirus Disease

points carry different (COVID-19) Mitigation Telework

classifications from the main
paragraph or bullet point,
portion marking is required
for all the sub-paragrophs or
sub-buliet points as
demonstrated here.

(LI} The President of the United States declared a National Emergency concerning
the Movel Coronavirus Disease (COVID-19) outbreak on March 13, 2020. One aspect of
the Federal Executive Branch's response is encouraging maximum telework flexibility.
The Department of Defense 15 maximizing social-distancing COVID-19% matigation
eftorts for all telework-ready employees.

{CUT) While the Department strongly encourages every reasonable effort to keep
the Dol population and its family members and loved ones safe through social-
distancing telework, we must also ensure that non-public, protected information—
including Controlled Unclassified Information (CUI) and Classified National Security
Information (CNSI) 15 safeguarded from unauthonized disclosure. Safeguarding includes
a combination of physical, cyber, and other secunty measures,

Portion marks

(L While performing COVID-19-related telework, DoD employees and
contractors must make every reasonable effort to protect CUI information from

unauthorized disclosure. In accordance with references (a), (c), and (d), CUI requires
safeguarding measures identified m Part 2002, 14 of Title 32, CFR and, as necessary, in
the law, regulation, or government-wide policy with which it is associated.

Partions include subjects,

titles, paragraphs and sub-
paragraphs, bullet points and

sub-bullet points, headings,
pictures, graphs, charts,
maps, reference list, etc.

(CUI No individual may have access to CUI information unless it is
determined he or she has an authonzed, lawful government purpose.

(CUTy CUT information may only be shared to conduct official Dol business
The CUI designation indicator and must be secured from unauthorized access or exposure.

block does not require a (U) Unauthorized disclosures of CUT information may result in administrative,
portion mark. civil, or criminal penalties, depending on the category.

Controlled by: OUSD{I&S)

PARAGRAPH/ PORTION MARKINGS

Cul Controlled by: CL&S INFOSEC
i b CUl Categoryiies): PRVCY
D'E'Elgnﬂtlﬂrl Limited Dissemination Control: FEDCON

Indicator POC: John Brown, 703-555-0123

lassmgmt.com
classmgmt.co — 29
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oy (U) Marking Requirements for CUI

s o (U) Portion markings.
o (CUI//NF) Portion markings are optional. However, if portion
markings are annotated, they must be applied to all portions,
to include subjects, titles, headings, paragraphs,

subparagraphs, bullet points, etc.
| (U) Portions containing CUI NOFORN information will be

annotated “(CUI//NF).”

| :J{U} Banner line.
(CUI) At a minimum, CUI markings for unclassified documents

will include the acronym “CUI" at the top and bottom of each
page.

(CUI//NF) If there is NOFORN information in the document,
this will be reflected in the banner line as shown in this
example.

Controlled by: OUSD(I&S)

Controlled by: CL&S INFOSEC

CUI Category(ies): NNPI

Limited Dissemination Controls: NOFORN
POC: John Brown, 703-555-0123

— classmgmt.com w 23
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THE ISOO MARKINGS




DCSA, CUI COMPLIANCE OVERSIGHT
John B. Massey

Deputy Assistant Director of Enterprise Security Operations

Defense Counterintelligence & Security Agency,
Critical Technology Protection

CONTROLLED
UNCLASSIFIED
INFORMATION (CuI)

NCMS 2021 ANNUAL TRAINING SEMINAR

DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

John Massey

Deputy Assistant Director
Enterprise Security Operations
DCSA, Critical Technology Protection

- |
m classmgmit.com 24



DCSA, CUIl COMPLIANCE OVERSIGHT

UNCLASSIFIED

DCSA’s CUI Responsibilities

DCSA assigned eight (8) responsibilities in support of Department CUl program
management; focused on CUI associated with classified contracts

a. Administers the DOD CUI Program for contractually established CUI requirements for contractors in
classified contracts

b. Assesses contractor compliance with contractually established CU!I system requirements in DOD
classified contracts associated with the NISP

c. Establishes a process to notify the DOD CIO, USD(R&E), and USD(A&S) of threats related to CUI

d. Provides securily education, training, and awareness on the required topics identified in Section
2002.30 of 32CFR

e. Provides security assistance and guidance to the DOD Components on the protection of CUI
f. Serves as the DOD-lead to report UDs of CUI
g. Coordinates with the DOD CIO to implement uniform security requirements for NISP contractors

h. Consolidates DOD Component input on the oversight © | protection requirementsin DOD
classified contracts for NISP contractors

DoD! 5200.48

WNCMS IRty Source: DOD Virtual Security Conference 2021 25



DCSA, CUI COMPLIANCE OVERSIGHT

UNCLASSIFIED

DCSA’s CUI Planning

GOALS

(J Operationalize DCSA CUI responsibilities as outlined
in DODI 5200.48,

DOD CUI Program Administration

IFEeEspons|iol | L5 g, 2, F 1

(d  Execute DOD CUI Program Administration and
associated responsibilities

(d Expanded perimeter of security beyond cleared UD & Threat Notification Processes

i (responsibilities: ¢, f)
industry

END-STATE

CUI Security Education & Training

J Information sharing and collaboration with USG

{responsibilities: d)
partners

d Integration into industry oversight processes

Coordination Lead (DOD ClIO/Components)

J Awvoidance of redundant USG CUl-oversight efforts S o
[responsibilities g, h]

(J  Near Future: Holistic view of security at NISP
facilities

d  Long-Term: Oversight of CUI for the DIB (17 May Assess Contractor Compliance

2018 USD(I) Memo)

frespansibilities: b|

— flassmamt.com DCSA CUI page: https://www.dcsa.mil/mc/ctp/cul/ 2




DCSA, CUIl COMPLIANCE OVERSIGHT

« Phase 1 officially commenced 1-Oct-21, expected to address eight
CUI responsibilities throughout the course of FY2022

A s DCSA CONTROLLED UNCLASSIFIED INFORMATION (CUI)

13556
November 9, 2010

CUI IMPLEMENTATION PHASE 1

On October 1, DCSA will begin operationalizing its eight CUI responsibilities using a phased approach and
y will be in an initial operating capability throughout fiscal year 2022. Phase 1 starts with the standup of a

DOD Instruction centralized program administration office (hereafter referred to as the DCSA CUI Program Office), which
>200.48 will begin executing several administrative functions, including developing processes and procedures,

March 6, 2020 engaging Government and Industry stakeholders, and producing tools, training, and resources to support

32 CFR Part 2002
September 14, 2016

= Key initiatives: education and training tools, resources; develop
unauthorized disclosure (UD) and threat notification processes

Ref: https://www.dcsa.mil/Portals/91/Documents/CTP/tools/\VVOI September2021.pdf

C
m classmgmt.com

Industry’s development, management, and sustainment of CUI programs within their contractor facilities.

27



DCSA, CUIl COMPLIANCE OVERSIGHT

= CUI Resources

Quick Start Guide Marking Job Aid FAQs

SNCM S IRt DCSA CUI page: https://www.dcsa.mil/mc/ctp/cui/




DCSA, CUIl RESOURCES

CUI Glossary Training Reference Baseline FSO/CUI Manager
& Policy Summary Guide Requirements Customer Questions

CUIRoadmap

INTERS S PURANIONS | DOSA OUL PROGRAM OFFice

A ROADMAP TO CUI COMPLIANCE

ping a F CUI Progr

Thes s000me0 Wil assat nduslyy in Seveloping a ¢ A

Ace Pums spmaifie CUL roepu bwerven bs 1 Tvs cortrat)

I the shantifad CLA rdormation i sy s contract fecad in the CUL registry? i o, wiieh
CUL categories are appiiantiie to twe wct?

What are the specific CUI markings requiresren ts for this cartract?

What are [he CUL sharing (dissarnieton & d ki &b recairerments for B conteect]

| What are the CLI sategranrding and stormge requ remen 15 w i Tw contract?
How will CUL indor vneon i spgsoet of 168 Coniond b bw @ es o relbed ?

What are the specitc Tobes emmusie sthrvs, informatam Systense, amd Netwerk Gecurity
repiverments w th thn ¥

What are the CLI requremernts for regrodus Ben of ieformmaten i sopoon of tha conract

| What are e dimgeos iy and do ot rsed i e quiremmen s for UL i omaton suppoiag thn
Cortrect)

Are Brcn requimements 1or trarysmiasion wd tren sp ortation of CUL nfommason T

Are Pus CLE saewrity adesation wd Uain g requirernents for this contrect? ¥ so, what ew
they?

How are security intrs ns ard Inciderra lmvelving misuse of OUL 1o be mponed ]
OV st N A provwy D e s e ]

Governmwnt Curtomens an CUF regrirwments. Thw £ & not si-ncisive and may ool nd ety CUf programs
A RO Oure T you Nave Meedlack O SOTSONE MOOmeRInOsBont . theie 1utmd (e b

CUI Selfie Tool Resource One-Pager

Below are some comssderations for establuhing a CUI peogram. Essuse the CUT Manager
uplements the follkwang as it relates %0 CUT Program Masagement

Review ltem TYes [ No [ NA Notes

Has the Ageacy or Component or Cleared

Contracter
Appoused 3 CUT Masager ¢ other perscanel
o manage and unplement the CUT Program
wiach unupletnects the proviucns of DODE
5200487 (32 CFR 2002 4 ¢, 1 520048
($3))
Developed and mplemented secumty
gusdance necessary for program
ssplementation. (32 CFR 2002 4 ¢, DODI
;‘:‘g)‘““n + CUN Bioh Sheet, FAQ, Quick Start Owde
Allocated sefficsent rescurces and personnel
coaumitied %0 unplecnent the CUT Program”

Vot Po D00 T4 wadode by 03300 rernstes Viat e DCSA CLV satate b sastune reacrces

| (32 CFR J002 3¢, DODI S8 (530
Conduct CUL oversaght review of thesr CCC LUt Poogr s Webaite DCSA CUt Webune
- N
contracts B contye Government st
Coatracting Office CUT oversight M- _tu-‘- -nnnn' pory— mmwmm’.. P )
:::;’:;:_n‘n[c?x;:.l.cm.oo. 165, DODI P o Al Il . FAG rdws s bvetebs )
PLALARE)) e a4 S TATE A IR AT e
Establisded, unpitssentod, 10d mamtamed 30 000
effective secunty edocation program as Tanining Mov DOO and Wndwatry)
gequired by DODI 5200 48, t mclude minal — =
mandatory and contmuing vefresher runeg X UD Y amng S CLossdiad Mfoom atun 300
foe 2sstpaed membens. (32 CFR 2002 % Qunbuivd Veslunitios Snfomsiton
A Ca i Te s atide e T i

DODI $20048 3 6000

Industry Ondy. Does the coatractor have
DOD contracts with CUT requaresseats? (32 Other Itoms
CFR 2002.16.5. DODL 500 48 (5.3 WIST 5P BOO- 71 Rew 2
Iadwitry Onlv: Does the contractor have :"‘"'l’:"””"ﬁmmm DAR tad
200-DOD coatracts with CUT requearemenns? S
(32 CFR 2002 16 5§ DODI 5200 48 (5 3)) . DFAR Clawne 252 2041912,
Has @e CUJ Masager completed mandatocy
CONTROLLED UNCLASSIFIED INFORMATION (CUI) PROGRAM q-.lx":;'?g‘é” CFR 2002, 30, DODI
0S5 (10)0)

Have pencenel working with CUT completed | 32 CFR Pavt 2000 —Controted

Standard Practices and mandatory CUL taning® (32 CFR 2002, 300, | e ——
[ SN JACLS

DODI 5200 48 (3. 6)b)

classmgmt.com

B AR

Is @e CUT manages A\'m:;?(:f.'l

Procedures (SPP) cwtn'uhiammr" If so, how 1s t tracked? OUl Cower Mhoit BP-ADS

| (32CF B 36T UL ST O e S

Addendum CUN Unaoehartiod Dbosnwes Preveniing and Kooy

Approved for release January 27, 2022
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DCSA, CUI RESOURCES
John B. Massey

Deputy Assistant Director of Enterprise Security Operations

Defense Counterintelligence & Security Agency,
Critical Technology Protection

DCSA CUI Program Office

New Release: CUI Products

8
NCMSlee The DCSA CUI Program Office has announced the release of several

new CUI products and resources to support both DoD and Industry

- in implementation of CUI programs. s s memm s
Reference: NCMSLive 09-Feb-2022 e
https://classmgmt.com/ncmslive.php =—=x=-——"— I

You can find these resources in the NCMS Hub and on the

DCSA CUI website: https://www.dcsa.mil/mc/ctp/cui/.

o 09 FEB 2022 -- "Ask the FSO: CUI Spectacular with DCSA"
(General Security NCMSLive Series)

o Presentation Slides DCSA and NCMS encourage you to share these tools within your

= Presentation: Ask the FSO: CUI Spectacular with DCSA organizations and professional networks.

o Session Recording

o SessionQandA

ORI D e O T e RO A

Standard Practices and
Procedures (SPP)
Addondum

" W@\ =] classmgmt.com m ARSI TCEOm




CUI TRAINING & AWARENESS

{__: [ }5 1_4 An official website of the Center for Development of Security Excellence, Defense Counterintelligence and Security Agency LEA pr FEH H] HM+ FH[}TE[T.

SECURITY AWARENESS HUB

Select eLearning awareness courses for DoD and Industry

I g I Access the Official DoD CUI Program Website

DoD Mandatﬂry? Controlled Unclassified Information (CUI) Training

This course is mandatory training for all of DoD and Industry personnel with access to controlled unclassified information (CUI). The course provides information
on the eleven training requirements for accessing, marking, safeguarding, decontrolling and destroying CUI along with the procedures for identifying and
reporting security incidents.

Launch Course

Ref: https://www.dcsa.mil/mc/ctp/cui/

— classmgmt.com a




CUI TRAINING & AWARENESS

UNCLASSIFIED

WHY CUI TRAINING?

CUI training will be conducted ANNUALLY and, at a minimum, must include the
following items (per CUI Notice 2016-01 and DoDI 5200 .48):

1. Convey individual responsibilities related to protecting CUI;
Source:

DCSA CUI
Training Template
Slide 5

2. Identify the categories or subcategories routinely handled by agency

personnel and any special handling requirements
(i.e., for CUI Specified);

3. Describe the CUI Registry, its purpose, structure, and location
(i.e., http://www.archives.qov/cul/);

4. Describe the differences between CUI Basic and CUI Specified;

https://www.dcsa.
mil/mc/ctp/cui/

5. Identify the offices or organizations with oversight responsibility for the CUI
Program;

6. Address CUI marking requirements, as described by agency policy;

7. Address the required physical safeguards and methods for protecting CUI,

as described by agen olicy;
y agency poicy NOTE: Industry organizations may

8. Address the destruction requirements and methods, as described by : develop their own CUI training.
agency policy;

n ‘ This presentation captures all 11
9. Address the incident reporting procedures, as described by agency policy;

categories, but Industry may instead use
this training to meet the requirement:
10. Address the methods and practices for properly sharing or disseminating DoD CDSE CUI course
CUI within the agency and with external entities inside and outside the https://securityhub_usalearning.qov/.
Executive branch; and

11. Address the methods and practices for properly decontrolling CUI, as
described by agency policy.

31
UNCLASSIFIED



CUI TRAINING & AWARENESS

- CUI training, at a minimum (per CUI Notice 2016-01), must include 11 required elements:

o Convey individual responsibilities related to protecting CUI

o ldentify the categories (or subcategories) routinely handled by agency personnel and any special
handling requirements (i.e., LDCs for CUI Specified)

o Describe the CUI Registry, its purpose, structure, and location (i.e. http://www.archives.gov/cui/)

o Describe the differences between CUI Basic and CUI Specified

o ldentify the offices or organizations with oversight responsibility for the CUl Program

o Address CUl marking requirements, as described by agency policy

o Address the required physical safeguards and methods for protecting CUI, per agency policy
o Address the destruction requirements and methods, per agency policy

o Address the incident reporting procedures, per agency policy

o Address the methods and practices for properly sharing or disseminating CUI within the agency
and with external entities inside and outside the Executive branch; and

o Address the methods and practices for properly decontrolling CUI, as described by agency policy.

https://www.dcsa.mil/Portals/91/Documents/CTP/tools/\VOI June 2021.pdf

C
m classmgmt.com
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CUI TRAINING & AWARENESS
What Can Industry Do Now?

" Review existing contracts and engage with Government customers to determine which, if any, CU!I
requirements are applicable to current contracts.

= Review CUl resources and training available on the CDSE website to include the CUI Toolkit and “DOD
Mandatory Controlled Unclassified Information (CUI) Training For Contractors (IF141.06.FY21.CTR).”

= Review the CUI Toolkit, which includes training, policy documents, resources, and an FAQvideo, which
CDSE has made available at: https://www.cdse.edu/toolkits/cui/current.html.

= Review the DOD CUI Registry at https://www.dodcui.mil to become familiar with CUI organizational
index groupings and CUI categories.

— flassmamt.com DCSA CUI page: https://www.dcsa.mil/mc/ctp/cul/ 34




CUI Implementation Timeline

Agencies must initiate
an awareness
campaign that

informs their entire
workforce of the
coming transition to
the standards of the
CUI Program.

AWARENESS
CAMPAIGN

— classmgmt.com

Parent agencies must
issue policies that
implement the CUI
Program.

POLICY

December

31, 2020

Agencies (including
any sub-agencies or
components) must
deploy CUI
training to all affected
employees.

TRAINING

December

31, 2021

Parent agencies must
Issue agencies
(including any sub-
agencies or
components) must
implement
or verify that all
physical safeguarding
requirements, as
described in 32 CFR
2002 and in agency
policies, are in place.

PHYSICAL
SAFEGUARDING

December

31, 2021

Agencies (including any
sub-agencies or
components) must
modify all
systems to the standard
identified in the 32 CFR
2002.

INFORMATION
SYSTEMS

December

31, 2021

Source:

Senior Agency
Officials must submit
an annual report on
the CUI program to
ISOO0 no later than
November 1 that
covers the prior fiscal
year Program.

REPORTING

Every

Fiscal Year




STORAGE OF CUI MATERIAL

Storage containers should be
marked to indicate that it
contains CUL.

During working hours, steps will be taken to
minimize the risk of access by unauthorized
personnel, such as not reading, discussing, or
leaving CUI information unattended where
unauthorized personnel are present.

After working hours, if building security is
not provided, the information will be stored
in locked desks, file cabinets, bookcases,
locked rooms, or similarly secured areas.

The concept of a controlled environment
means there is sufficient internal security
measures in place to prevent or detect
unauthorized access to CUI.

36



5200.01 DESTRUCTION GUIDANCE

FOUO documents may be destroyed by any of the means approved
for the destruction of classified information or by any other means
that would make it difficult to recognize or reconstruct the
information.

-,

NS R FOUO Destruction

37



5200.48 DESTRUCTION GUIDANCE

Shred Level Security Pyramid

Record and non-record CUI documents may be destroyed by means

approved for destroying classified information or by any other means making
Qverable the original information

it unreadable, indecipherableanRe-tHare
such as those identified iQ NIST SP 800-88J)and in accordance with Section
2002.14 of Title 32, CFR.

Table A-1: Hard Copy Storage Sanitization
Hard Copy Storage

Paper and microforms

Clear: NVA, see Deslroy.
Purge: NVA, see Deslroy
Destroy: Destroy paper using cross cut shredders which produce particles that z

(0.04 in. x 0.2 in.) in size (or smaller), or pulverize/disintegrate paper mage
disintegrator devices equipped with a 3/32 in. (2.4 mm) securily screen.

Destroy microforms (microfilm, microfiche, or other reduced image photo negatives) by
ourning.

MNotes: When matenal is burned. residue must be reduced o white ash.




PER DOD 5200.48... ISOO CUI NoTICE 2019-03

Single-step paper destruction standard: —
For the single-step paper destruction method agencies must: ——
a. Use cross-cut shredders that produce 1mm x 5mm (0.04°x 0.27) particles (or smaller); or t
b. Pulverize/disintegrate paper using disintegrator devices equipped with a 3/32" (2.4 mm) .
security screen. (source: NIST SP 800-88, rev 1, Table A-1: Hard Copy Storage Sanitization)

Multi-step paper destruction standard:
A multi-step destruction process in which an agency shreds CUI to a degree that doesn't

RECYCLING PROCESS

meet the Table A-1 standards, and then recycles or destroys it (or has a contractor or HE SRR
shared service provider shred and/or recycle/destroy), is a permitted alternative once your RECYCLING PROCESS

organization has verified and found this method satisfactory. Agencies that use a multi-
step destruction process must follow the guidelines in this Notice and the attached
document, and the process must result in CUI that Is unreadable, indecipherable, and _ |
Irrecoverable. S

o A certificate Shredded | Pulpiz | Thepulpiz
antz are scheduled of destruction | paperiz made az the put through

secure, locks conzoles shredded
console. emptied and customer. mill for paper are

products

Recycling hard copy (paper) satisfies CUIl destruction requirements as part of a multi-step
destruction process only if the process recycles the CUI into new paper. Recycling =
processes that convert paper into other products do not always render the CUl unreadable,
Indecipherable, and irrecoverable, and thus may not meet the CUI Program's standards.

- l t
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WHAT ACTIONS SHOULD YOU TAKE?

There are six things you need to do starting 30 Nov 2020:

Conduct a self-assessment in accordance with the NIST SP 800-171 "DoD Assessment
Methodology" (110 controls).

Register on the Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil/
or emaill results to webptsmh@navy.mil

Produce and maintain a System Security Plan (SSP) and Plan of Action and Milestones
(POA&M) for each system.

Produce and maintain policy, process, and system documentation / evidence of compliance.

Enter the self-assessment score into SPRS prior to award, option exercise, or extension of a
contract, task order, or delivery order. Note that this will affect more than new contract
awards. Contract extensions and new task orders will also trip this requirement.

Ensure all sub-contractors also perform the above.

C
m classmgmt.com
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Guiding the DoD in Responsible Acquisition Decisions

https://www.sprs.csd.disa.mil/

il

Enhanced Vendor SPRS Reports ~
Profile

NIST SP 800'1_71 NIST SP 800-171 Vendor Threat
Vendor Help posting Information Mitigation

Login/Reqister

(via PIEE)

Basic Assessments

M) USA

7 08/30/2020 110 BASIC MIST 5P BO0-171 ENTERPRISE 23386 THALES 05/30/2020
DEFENSE &
SECURITY, INC
22605 GATEWAY
CENTER DR,
CLARKSBURG MD
USA
6UQPO THALES
VISIONIX, INC
22605 GATEWAY
CENTER DRIVE,
CLARKSBURG MD 41
USA




“CMMC 2.0” ANNOUNCED Nov 4, 2021
CMMGC Model Structure

20 * 3 Levels of certification (was 5)

Summary of Major Changes:

1. . . -
0 * Level 1 includes the same 17 requirements originally

prescribed, but 3rd party certification no longer
needed; instead, a senior company official will need to
sign annual affirmations to SPRS

PRACTICES
PROCESSES PRACTICES

LEVEL 5 LEVEL 5 LEVEL 3

Opitimizing Advanced/Progressive
Expert

LEVEL 4
Reviewe  CUl remains TDSI focus: Former level 2 &3 combined

. Into new Level 2 "Advanced” — includes all 110 controls

prescribed in NIST SP 800-171 for CUI safeguarding

wvio | EVER2 * Most program maturity measurements have been

Documerted | gttt removed

LEVEL3
Managed

LEVEL1 | LEVELT LEVEL1  Some self-attestation allowed for Level 2, rather than

Performed [ B2SIC Lyber Foundational

gene required 3rd party assessment

e Levels 4 & 5 have been combined into new Level 3 for
select projects (TBD)

— classmgmt.com 4




“CMMC 2.0” ANNOUNCED Nov4, 202

Updates the program structure and the requirements
to streamline and improve implementation of the
CMMC program. Modifications include:

DoD announced the new “strategic direction” of CMMC today after
a months-long review that delayed its planned implementation

Eliminates levels 2 and 4 and removes CMMC-unique practices and
all maturity processes from the CMMC Model;

Allowing annual self-assessments with an annual affirmation by
DIB company leadership for CMMC Level 1;

Bifurcating CMMC Level 3 requirements to identify prioritized
acquisitions that would require independent assessment, and non-
prioritized acquisitions that would require annual self-assessment
and annual company affirmation;

CMMC Level 5 requirements are still under development;

Development of a time-bound and enforceable Plan of Action and
Milestone process; and

Development of a selective, time-bound waiver process, if needed
and approved.

C
m classmgmt.com

This document is scheduled to be published in the
Federal Register on 11/05/2021 and available online at
federalregister.gov/d/2021-24160, and on govinfo.gov

BILLING C

DEPARTMENT D]-::;}EFENSE

Office of the Secretary

32 CFR Chapter I

Defense Acquisition Regulations System

48 CFR Chapter 2

Cyvbersecurity Maturity Model Certification (CMMC) 2.0 Updates and Way Forward
AGENCY: Office of the Under Secretary of Defense for Acquisition and Sustainment.
Department of Defense (DoD).

ACTION: Advanced notice of proposed rulemaking.,

SUMMARY: This document provides updated information on DoD’s way forward for the
approved CMMC program changes, designated as “CMMC 2.0.” CMMC 2.0 builds upon the
mitial Cybersecurity Maturity Model Certification (CMMC) framework to dynamically enhance
DIB cybersecurity against evolving threats. Under the CMMC program. Defense Industrial Base
(DIB) contractors will be required to implement certain cybersecurity protection standards. and.
as required. obtain Cybersecurity Maturity Model Certification as a condition of DoD contract
award. The CMMC framework 1s designed to protect sensitive unclassified information that 1s

shared by the Department with 1ts contractors and subcontractors and provide assurance that

Federal Contract Information (FCI) and Controlled Unclassified Information (CUI) will be

Source: www.federalregister.gov/d/2021-24160
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7% FEDERAL NEWS NETWORK Rl -

Cybersecurity Maturity Model Certification

ACCREDITATION BODY

» Reduces maturity levels, consolidating the levels under CMMC

from five tiers to just three: foundational, advanced and expert CMMC Accreditation Body Endorses
« CMMC 2.0 changes eliminate the need for the vast majority of Pentagon's Proposed Implementation
300,000 DIB contractors to need third-party assessments Changes in CMMC 2.0

» Contractors who only handle FCl and not the more sensitive CUI
(level one “foundational” requirements) — will only be required to
perform annual self-assessments

 Limited waiver process; “limited circumstances” will allow
companies to make Plans of Action and Milestone (POA&Ms) to

achieve certification o ,
CMMC Accreditation Body Endorses Pentagon’s Proposed

» CMMC 2.0 endorsed by the CMMC Accreditation Body mpiemertiation Changes th CMMC.2.0

Anticipated improvements will address cost, clarity, and scalability
concerns

Source:
https.//federalnewsnetwork.com/defense-main/2021/11/pentagon- (Bethesda, MD, Nov 4, 2021) - The CMMC Accreditation Body (CMMC-
strips-down-cmmc-program-to-streamline-industry-cyber-assessments/ AB) expressed its support for the proposed changes to the

implementation of the Cybersecurity Maturity Model Certification
(CMMC) initiative that were revealed by the Department of Defense

C
m classmgmt.com ”




LINKS

Full wording of the interim DFARS rule:
https://www.federalreqister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-
requlation-supplement-assessing-contractor-implementation-of

CMMC Model Information:
https://www.acq.osd.mil/cmmc/draft. html

CMMC Accreditation Body:
https://www.cmmcab.org/

NIST 800-171 DOD Self-Assessment Methodology:
https://www.acg.osd.mil/dpap/pdi/cyber/docs/NIST%20SP%20800-
171%20Assessment%20Methodology%20Version%201.2.1%20%206.24.2020.pdf

Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil/ or email results to
webptsmh@navy.mil




THANK YOU!

Questions?

Curtis.Chappell@thalesdsi.com
(240) 864-7362
classmgmt.com

For the lawyers: “...the opinions expressed by Curtis Chappell are his own and not
necessarily those of NCMS or Thales Defense & Security, Inc.”
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