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CUI Overview
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For the record:         “C – U – I” CORRECT

“Cooey” [ˈko ͞oē] WRONG

CUI is an “initialism” – an abbreviation consisting of initial letters 

pronounced separately (e.g. FBI, CIA, DCSA)

NOT…

An acronym, or abbreviation formed from the initial letters of other 

words and pronounced as a word (e.g. NASA, CFIUS, LASER) 





Controlled Unclassified Information (CUI)
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Controlled Unclassified Information (CUI)

2008 2010

“…inefficient, confusing patchwork… resulted in inconsistent 

marking and safeguarding of documents, led to unclear or 

unnecessarily restrictive dissemination policies, and created 

impediments to authorized information sharing. The fact 

that these agency-specific policies are often hidden from 

public view has only aggravated these issues.”
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Controlled Unclassified Information (CUI)

Source: DOD Virtual Security Conference 2021
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Controlled Unclassified Information (CUI)

Source: DOD Virtual Security Conference 2021



classmgmt.com
8

ISOO mission: Support the President 

by ensuring that the Government 

protects and provides proper access 

to information to advance the 

national and public interest.

NARA – CUI Executive Agent
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Over 100 Types of Unclassified Information

 For Official Use Only (FOUO)

 Sensitive But Unclassified (SBU)

 Contract Sensitive Information 

(CSI)

 Sensitive Security Information 

(SSI)

 Law Enforcement Only (LEO)

 Privacy Act Information / 

Personally Identifiable 

Information (PII)



DOD 5200.01 Vol 4 CUI Categories

For Official Use Only (FOUO)

Law Enforcement Sensitive (LES)

Limited Distribution Statements

Distribution A - Approved for public release, 

distribution is unlimited 

Distribution B - Distribution authorized to U.S. 

Government Agencies only 

Distribution C - Distribution authorized to U.S. 

Government agencies and their contractors 

Distribution D - Distribution authorized to the DoD 

and U.S. DoD contractors only

DoD Unclassified Controlled 

Nuclear Information (DoD UCNI)

Distribution E - Distribution authorized to DoD 

Components only

Distribution F - Further distribution only as directed 

by (controlling DoD office) or higher DoD authority

Distribution X - Distribution authorized to U. S. 

Government agencies and private individuals or 

enterprises eligible to obtain export-controlled 

technical data in accordance with DoD Directive 

5230.25
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CUI “Simplification”
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CUI Policy

DOD 5200.01 Vol 4 (2012)

• Cancels DOD 5200.01, Vol 4

• Establishes the CUI Registry 

• Establishes DCSA security oversight authority 

of NISP contractors’ CUI Programs when DOD 

Components establish CUI requirements in 

DOD classified contracts  

DODI 5200.48
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- What laws, regulations, or government-wide policies (LRGWP) subject the   

_-information to a limited dissemination control (LDC), if applicable? 

Law or Rule?... Law = CUI Specified (SP) Rule = CUI Basic

- What Organizational Index Grouping does this information support?

The CUI Registry includes 125 subcategories of Specified and Basic CUI

Examples: Critical Energy Infrastructure Information (SP-CEII)

DoD Critical Infrastructure Security Information (DCRIT)

Protected Critical Infrastructure Information (SP-PCII)

General Critical Infrastructure Information (CRIT)

- What Limited Dissemination Controls apply to this information? (there are 10)

NOFORN 

FED ONLY

FEDCON

NOCON

CUI Controls and Considerations

DL ONLY Attorney-WP

REL TO [USA, LIST] Attorney-Client

DISPLAY ONLY Deliberative
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CUI Categories
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“The” CUI Registry
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Marking Handbook CUI Coversheet  Brochures and Job Aides

https://www.archives.gov/cui/additional-tools
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The CUI Registry(ies)
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DOD CUI Guidance

https://www.dodcui.mil
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DCSA, CUI Compliance Oversight
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DCSA, CUI Compliance Oversight

Source: DOD Virtual Security Conference 2021
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DCSA, CUI Compliance Oversight

DCSA CUI page: https://www.dcsa.mil/mc/ctp/cui/
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DCSA, CUI Compliance Oversight

 Phase 1 officially commenced 1-Oct-21, expected to address eight 

CUI responsibilities throughout the course of FY2022

 Key initiatives: education and training tools, resources; develop 

unauthorized disclosure (UD) and threat notification processes

Ref: https://www.dcsa.mil/Portals/91/Documents/CTP/tools/VOI_September2021.pdf
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DCSA Update – CUI
DCSA, CUI Compliance Oversight

 CUI Resources

Quick Start Guide Marking Job Aid FAQs

DCSA CUI page: https://www.dcsa.mil/mc/ctp/cui/
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DCSA Update – CUI
DCSA, CUI Compliance Oversight

 CUI Resources

Quick Start Guide Marking Job Aid FAQs

DCSA CUI page: https://www.dcsa.mil/mc/ctp/cui/
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CUI Training & Awareness

DCSA CUI page: https://www.dcsa.mil/mc/ctp/cui/
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CUI Training & Awareness

Ref: https://www.dcsa.mil/mc/ctp/cui/ 

?
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CUI Training & Awareness

https://www.dcsa.mil/Portals/91/Documents/CTP/tools/VOI_June_2021.pdf

- CUI training, at a minimum (per CUI Notice 2016-01), must include 11 required elements:

o Convey individual responsibilities related to protecting CUI

o Identify the categories (or subcategories) routinely handled by agency personnel and any special 

handling requirements (i.e., LDCs for CUI Specified)

o Describe the CUI Registry, its purpose, structure, and location (i.e. http://www.archives.gov/cui/)

o Describe the differences between CUI Basic and CUI Specified

o Identify the offices or organizations with oversight responsibility for the CUI Program

o Address CUI marking requirements, as described by agency policy

o Address the required physical safeguards and methods for protecting CUI, per agency policy

o Address the destruction requirements and methods, per agency policy

o Address the incident reporting procedures, per agency policy

o Address the methods and practices for properly sharing or disseminating CUI within the agency 

and with external entities inside and outside the Executive branch; and

o Address the methods and practices for properly decontrolling CUI, as described by agency policy.
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CUI Training & Awareness

DCSA CUI page: https://www.dcsa.mil/mc/ctp/cui/
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Storage of CUI Material

During working hours, steps will be taken to 

minimize the risk of access by unauthorized 

personnel, such as not reading, discussing, or 

leaving CUI information unattended where 

unauthorized personnel are present. 

After working hours, if building security is 

not provided, the information will be stored 

in locked desks, file cabinets, bookcases, 

locked rooms, or similarly secured areas. 

The concept of a controlled environment 

means there is sufficient internal security 

measures in place to prevent or detect 

unauthorized access to CUI. 

Storage containers should be 

marked to indicate that it 

contains CUI.
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5200.01 Destruction Guidance

FOUO Destruction

FOUO documents may be destroyed by any of the means approved 

for the destruction of classified information or by any other means 

that would make it difficult to recognize or reconstruct the 

information.

FOUO Destruction
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5200.48 Destruction Guidance
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Per DOD 5200.48… ISOO CUI Notice 2019-03

Single-step paper destruction standard:

For the single-step paper destruction method agencies must:

a. Use cross-cut shredders that produce 1mm x 5mm (0.04”x 0.2”) particles (or smaller); or

b. Pulverize/disintegrate paper using disintegrator devices equipped with a 3/32” (2.4 mm) 

security screen. (source: NIST SP 800-88, rev 1, Table A-1: Hard Copy Storage Sanitization) 

Multi-step paper destruction standard:

A multi-step destruction process in which an agency shreds CUI to a degree that doesn't 

meet the Table A-1 standards, and then recycles or destroys it (or has a contractor or 

shared service provider shred and/or recycle/destroy), is a permitted alternative once your 

organization has verified and found this method satisfactory. Agencies that use a multi-

step destruction process must follow the guidelines in this Notice and the attached 

document, and the process must result in CUI that is unreadable, indecipherable, and 

irrecoverable.

Recycling hard copy (paper) satisfies CUI destruction requirements as part of a multi-step 

destruction process only if the process recycles the CUI into new paper. Recycling 

processes that convert paper into other products do not always render the CUI unreadable, 

indecipherable, and irrecoverable, and thus may not meet the CUI Program's standards.
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What actions should you take?

There are six things you need to do starting 30 Nov 2020:

- Conduct a self-assessment in accordance with the NIST SP 800-171 "DoD Assessment 

Methodology" (110 controls).

- Register on the Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil/ or

or email results to webptsmh@navy.mil

- Produce and maintain a System Security Plan (SSP) and Plan of Action and Milestones 

(POA&M) for each system.

- Produce and maintain policy, process, and system documentation / evidence of compliance.

- Enter the self-assessment score into SPRS prior to award, option exercise, or extension of a 

contract, task order, or delivery order. Note that this will affect more than new contract 

awards. Contract extensions and new task orders will also trip this requirement.

- Ensure all sub-contractors also perform the above.
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https://www.sprs.csd.disa.mil/
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“CMMC 2.0” announced

Summary of Major Changes:

• 3 Levels of certification (was 5)

• Level 1 includes the same 17 requirements originally 

prescribed, but  3rd party certification no longer 

needed; instead, a senior company official will need to 

sign annual affirmations to SPRS

• CUI remains TDSI focus: Former level 2 &3 combined 

into new Level 2 “Advanced” – includes all 110 controls 

prescribed in NIST SP 800-171 for CUI safeguarding

• Most program maturity measurements have been 

removed

• Some self-attestation allowed for Level 2, rather than 

required 3rd party assessment

• Levels 4 & 5 have been combined into new Level 3 for 

select projects (TBD)

Nov 4, 2021
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“CMMC 2.0” announced

Updates the program structure and the requirements 

to streamline and improve implementation of the 

CMMC program.  Modifications include:

• DoD announced the new “strategic direction” of CMMC today after 

a months-long review that delayed its planned implementation 

• Eliminates levels 2 and 4 and removes CMMC-unique practices and 

all maturity processes from the CMMC Model;

• Allowing annual self-assessments with an annual affirmation by 

DIB company leadership for CMMC Level 1;

• Bifurcating CMMC Level 3 requirements to identify prioritized 

acquisitions that would require independent assessment, and non-

prioritized acquisitions that would require annual self-assessment 

and annual company affirmation;

• CMMC Level 5 requirements are still under development;

• Development of a time-bound and enforceable Plan of Action and 

Milestone process; and

• Development of a selective, time-bound waiver process, if needed 

and approved.

Source: www.federalregister.gov/d/2021-24160   

Nov 4, 2021
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• Reduces maturity levels, consolidating the levels under CMMC 

from five tiers to just three: foundational, advanced and expert

• CMMC 2.0 changes eliminate the need for the vast majority of 

300,000 DIB contractors to need third-party assessments

• Contractors who only handle FCI and not the more sensitive CUI 

(level one “foundational” requirements) — will only be required to 

perform annual self-assessments

• Limited waiver process; “limited circumstances” will allow 

companies to make Plans of Action and Milestone (POA&Ms) to 

achieve certification

• CMMC 2.0 endorsed by the CMMC Accreditation Body

Source: 

https://federalnewsnetwork.com/defense-main/2021/11/pentagon-

strips-down-cmmc-program-to-streamline-industry-cyber-assessments/   
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Links

Full wording of the interim DFARS rule:

https://www.federalregister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-

regulation-supplement-assessing-contractor-implementation-of

CMMC Model Information:

https://www.acq.osd.mil/cmmc/draft.html

CMMC Accreditation Body:

https://www.cmmcab.org/

NIST 800-171 DOD Self-Assessment Methodology:

https://www.acq.osd.mil/dpap/pdi/cyber/docs/NIST%20SP%20800-

171%20Assessment%20Methodology%20Version%201.2.1%20%206.24.2020.pdf

Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil/ or email results to 

webptsmh@navy.mil



Thank you!

Questions?

Curtis.Chappell@thalesdsi.com

(240) 864-7362
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For the lawyers: “…the opinions expressed by Curtis Chappell are his own and not 

necessarily those of NCMS or Thales Defense & Security, Inc.”


