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Hi everyone, 
I am Carolyn Roth and I work at Northrop Grumman I have been an employee for 7 years the first 4 years was with the IT department and the last 3 yrs have been as a Security Analyst where I support our Security Education Program. 
 Today we will be discussing How to build a Security education Program. 
Did you know that 81% of all reported data breaches are directly related to employee credentials? So how do you avoid becoming a statistic? It’s by creating a highly engaging Security Awareness program. One that will educate your users on everything they need to know about recognizing and avoiding Insider Threats, know what today's security trends and threats are, and what the reporting requirements are.   
One thing to remember as we go thru these slides is “Education is the cheapest defense for our Country” and Security is not an expense It’s an Investment in your company to make sure every individual in your organization is aware of their responsibilities in safeguarding classified Information. 


Agenda

* Introduction to Security
Education

« Basic Security Briefing
Requirements/
Responsibility

« Training Requirements

* Developing an Effective
Security Education
Program

« Resources
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What is Security Education Training,  it is any activity undertaken to ensure that people have the skills, knowledge, and information to enable quality performance of security functions and responsibilities, it provides a understanding of  the security program policies and requirements  and maintain continued awareness of security requirements, and intelligence threats.   It is to be an effective way to educate and train all cleared personnel to protect classified national security information and meet the security responsibilities of both the NISPOM DoD and the company's requirements.
Components 

Training teaches people the skills that will enable them to perform their job and know their specific security responsibilities. 


The Education enables someone to develop the ability and vision to understand the  complex and multidisciplinary activities. It is to inform the personnel about underlying rationales and the importance of those responsibilities. 

Awareness, ensures personnel remain continuously alert to security threats and vulnerabilities. It will increase vigilance and awareness for the detection of  internal and external threats and vulnerabilities that lead to security breaches. 

Motivation-Responsibilities, to instill in your personnel a desire and commitment to be proactive in the execution of their security responsibilities. 

As a security educator, you must ensure that employees are aware of their obligations to protect classified information and CUI, They must know and follow the policies and know the threats that exist all around them, this will prevent future security breaches. It will help to keep your site safe and secure.

One of the ways to have “The best security organizations is to figured out how to change the culture of the company so that everybody’s job is part of security. 
 



The Goals of ongoing security
education training?

« Safeguard National Security

 Inform personnel of their security
responsibilities and promote quality
performance

 Inform personnel of the penalties,
consequences of non-compliance

« Communicate threats to classified and
sensitive information

* Promotes security best practices
* Promotes security awareness

» Dispelling negative attitudes and
perceptions regarding security practices
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There are many goals of a security education and training program. The most important outcome of effective security education is that it safeguards national security and protects the warfighter by improving the quality of your security education program. 
A security education program should Inform personnel of the penalties, and the consequences of non- compliance
It should communicate threats to classified and sensitive information
Your security education program should promote security best practices along with providing  security awareness to your personnel. 
And most of all it should Dispel negative attitudes and perceptions regarding security practices. 
By improving your program, it will make personnel aware of their responsibilities and of the penalties and consequences of noncompliance. 




Understand the
Business

Security Procedures and Duties

 What does the Business do
* Who are we Protecting

Is this classified or Unclassified

« Categories of Protected
Information

* Procedures of protection
« Special Briefings
* Foreign contact or travel
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What does the business do, know what their scope of work is, understand what their mission is, 
Who are we protecting – Our nation, We are protecting our war fighters and people in countries abroad as well as our citizens here in the United States. 
Our Company and Jobs, We must ensure strict adherence to rules and regulations set forth by our leaders to strengthen the ongoing and future success of our company, Our Customers and suppliers. Remember their success is our success. 

Will you be protecting Classified or Unclassified, know what the protection levels are
Categories of Protected Information know what types of material your working with, will it be Confidential, Secret,  Top-Secret understand the differences. 
Have a clear understanding of what levels of protection for the company's proprietary information should be. 
Is your company required to protect the systems on which it the information is stored on. 

Understand the Procedures of protection, is your company required to protect the classified systems on which the data is stored. When you are allowing access make sure you are verifying the clearance level of the individual and do they have the need-to-know requirements.
Things you might want to ask your self; does the person working on the project need to be involved with the information, Do they need the entirety of the information or only a small portion to complete their portion of the work?  Do they understand the protections measures and distribution of the information being released?  

Special Briefings, Does the company have Special Access programs, will it be working with NATO, or have programs that contain CNWDI, understand the importance of these special briefings and what levels of clearance is needed to access the material. You will want to enhance the security measure for safeguarding and access requirements. 

Foreign contact or Travel – is there Foreign contact or will there be foreign travel. 


DCSA Missions

Executive Order 13526
Executive Order 12968
Executive Order 12829

* Annual Refresher Training

* Insider Threat

* Inform Personnel penalties and
consequences of non-Compliance

« Continuing Security Education

* Termination
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History of Defense Counterintelligence and Security Agency, 
DCSA traces its origins to two distinct missions – personnel security and industrial security. 

 Executive Order 13526 mandates that every person who receives a favorable determination of eligibility for access, signs the SF-312  nondisclosure agreement and has the need-to-know.  Then the individual  is to receive training on the proper safeguarding of classified information and the sanctions imposed on those who fail to appropriately protect such information. 

Executive Order 12968, Access to Classified Information, requires that all agency educate employees about their individual responsibilities for handling classified information and inform them about issues that may affect their eligibility for access to classified information.  

Executive order 12829 mandates special requirements for contractors as well as in 32 CFR Part 117  known as the national Industrial Security Program Operating Manual, the NISPOM

When reviewing all the Executive orders the mission is to provide the Annual Refresher Training to all personnel, the training will include information on Insider Threat, you will need to inform your personnel of the penalties and consequences of non-Compliance, ( such as loss of clearance fines can be imposed and even jail time) 
provide a continuing security education program 
And Termination personnel who are terminated will be informed of their obligation to still maintain protection of any classified information they may know then sign their debriefing. 




Building the program

e Determine program needs and
purpose

e Select and outline the best
method of delivery

Evaluate

« Create the training material
 Deliver the training

 Assess the effectiveness
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NISPOM 32 CFR -117.12 states a Security Program is needed to stay in compliance.  	
Analyze: Identify the Business needs, learn the culture of the company,  what are you protecting will it be CI Secret, Top Secret, What levels it will need to be marked, how to stored or disposed property, what are the reporting requirements. Determine what the program needs are,  review the DD254 and the company policies. 

Design: You will want to develop specific behavioral objectives, during your design phase. There are four adult learning styles, Visual, auditory,  read/write kinesthetic style.
Develop: Create Training material and tailoring the program to employee needs, this is often the most time consuming. Be sure to tailor your program to your audience keep in mine the age difference and the job requirements, remember what Components or organization employees belong to.  
Implement: Deliver the training how are you going to get it out there. The challenge is to find a way to make the delivery speak to each type of learner, include all relevant items and make it interesting and Fun,  in our current environment with remote workers,  we are required to rely on some form of electronic deliver, you can use Zoom, Webex or Adobe connect these are all great ways to get the message out there. You will be able to do visual briefing, conduct a class. Invite FBI, NCIS, DCSA agents to a lunch and learn in person, then you are able to distribute job aids or flyers. Put out posters, contribute to your company new letters, send out emails with videos, use e learning courses. Here at our site, we use the LX Training system and a lot of free classes that you can connect thru Linked-In. This past April for Security Awareness month we invited DCSA agent to come to our site and present a Lunch and learn, We always have a great trun out. 
Evaluation: Assess the effectiveness of your education program, have there been any recent incidents or violations, if so then you will want to improve training for the future implementation of the program. 






Know your Audience

Who are your educating

Executive Level

Engineers

Construction worker

Students

Cleared vs Unclear personnel

Foreign Travel
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One of the chief strengths of corporate security managers is that they’re interpersonally involved with the employees. Managers are responsible for managing “Personnel Security”. 
Define your audience, know how many people will be trained, how many have been in the role for less than a year. Know the level of knowledge they possess, how experienced are they in their role. 
There are some very specific items that must be include by regulations, but there is much more that can be and should be offered, If my audience is Executives, and engineers, then include the reinforcing of personal reporting aspects with a dash of travel thrown in might grab their attention.

 If your audience is construction workers, then perhaps you should focus on validation of materials (supply chain), explore the personal reporting aspects a little more and talk about targeting by foreign agents and dealing with personal behavior issues. For university and Students, you could include some cybersecurity how to protect their identity, make sure they are not targeted buy Linkedin. Inform them of how there identity is stolen. 
 Do they have clearances or are they Uncleared employee, provide information on insider threat, the methodologies of adversaries to recruit trusted insiders and collect classified information especially if working withing the information systems.  Age should also be a factor, making sure that you use examples that fit your audience. The point is you need to know your audience and gear the variable information to that demographic. 

It is important to communicate to employees the positive roles they can play in the Security program and stress that everyone is part of the security team
Go out and talk to your personnel, gain a clear understanding of the programs they are working on, learn if they are cleared or uncleared and what their scope of work is, will they be handling Classified material, are they going to be using CRYPTO equipment, will they need special access to CNDIW, RD, or NATO,  do they travel to foreign countries. 

By Identifying the business needs, it will help you build your program. 


Initial Security Briefings Requirements

* Insider Threat Awareness 117.12
E-1

« Counterintelligence Awareness

* Overview of Security
Classification System

* Reporting obligations and
requirements

« Cybersecurity Awareness

« Job-Specific Security
Responsibilities
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The NISPOM 117.12 outlines the required topics that must be included in an initial security briefing prior to employees of a cleared contractor being granted access to classified information. 
32 CRF 117.12 E States The initial briefing must cover the basic security roles and responsibilities, provide an overview of the classification system, and discuss the penalties for disclosing classified information to unauthorized individuals. 


There are 6 topic to include in your Initial Briefing

1. 117.12 e-1 Threat Awareness,  ever heard of the espionage and foreign intelligence threats to U.S National security. The FBI continue to bring awareness about the Chinese government that poses the biggest long-term threat to our economic and national security who continually try and steal our technology. 
Some of the famous espionage cases in which classified information was compromised are Robert Hansen from the FBI, Aldrich Ames, who worked for the CIA,  Walter Liew, was an Industry employee an Independent Consultant, who owned several Multiple Foreign Companies, he was stealing the company’s technology and market it throughout China, Johnnie Walker while serving the US Navy, he was selling classified material and selling to the KGB. 

2. 117.12- f  Counterintelligence (CI)Awareness While outside the requirements of the NISPOM, when a classified contract includes provisions for CUI training, contractors will comply with those contract requirements.  
Employee must be aware of the danger of espionage, spear phishing emails, Fake Social Media, recruitment, be cautious when in contact with foreign nationals, be vigilant to internal and external threats. 

3. 117.12 h Derivative classification the initial training – The contractor will ensure all employees authorized to make derivative classification decisions are trained in the proper application of the derivative classification principles, in accordance with CSA (cognizant security agencies) direction.  In addition to the initial training, contractors will ensure all employees who conduct derivative classification should receive training at least once every two years. If training isn’t completed the Contractor must suspend the employee’s derivative classification authority.  The refresher training must emphasize the avoidance of over –classification the Classification levels, (is it Confidential, Secret, Top Secret, the duration of the classification when it needs to be destroyed, Have a clear understanding of the Identification and markings. Follow the security classification guides. 
Will you need to have CUI training,- when a classified contract includes provisions for CUI training, Contractors will comply with those contract requirements.  Know the job specific security responsibilities what the company policies and procedure are. 

3. 117.12 f  Information systems security that are used to capture, create, store, process, or distributed classified information must be properly managed to protect against unauthorized disclosure of classified information. All information system authorized users will receive training on the security risk associated with their user activities and responsibilities under the NISP. The contractor will determine the appropriate content of the training, take into consideration assigned roles and responsibilities, specific security requirements, and the information system to which personnel are authorized access.  
The contractor will establish procedures to validate all cleared employees who have completed the initial and annual insider threat training. (you will need to keep a current tracking system, know when they first receive their training and when the refresher training needs to be completed by. (We use the SIMS system of Record). 

4. 117.8 states Know your reporting obligations, and requirements,
	Eligibility for Access – events that could have an effect on the status of the entities such as loss of clearance level
		 or an employee’s eligibility for access to classified information being suspended, or revoked edibility
	Proper safeguarding - events that affect proper safeguarding of classified information 
	Loss or Compromised - events that indicate classified information has been or is suspected to be lost or compromised or suspected compromised 	of classified information in your possession or in the possession of another person. 
	Insider Threats - events that indicate an insider threat to classified information or to employees with access to classified information someone unauthorized trying to gain access to classified material. 

117.12 e Cybersecurity Awareness, can be incredibly effective!  Items to includer are Phishing attacks, removable media, Mobile devices and passwords and authentication, However, if you expect that no one will ever click on a phishing link as the result of your training, well don’t kid yourself, It will happen

Know the Job-specific security responsibilities are,  what actions you will need to protect information. 
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1. NISPOM 117.12 k says all contractors will  provide all cleared  personnel with security education and training every 12 months. 
2. Provide periodic Supplemental briefing through out the year, keeping the material fresh in their minds. 
3. The Refresher  training should  reinforce the content in your initial briefing, and include the policies, principles and procedures of your company and reinforce the Penalties for engaging in espionage.. 

4. You will want to make sure that you Address New Threats, and the techniques that are being used to gain information from a cleared contractors. When changes come out be sure to inform your employees of the changes, by a briefing, email, bring it to Leadership so the changes are shared with all employees. It is your responsibility as a security professional to stay informed of the new threats and techniques. Reach out to your DCSA representative ask to get on the email list for the news letters  Cyber Shield, NCMS bulletin. Stay informed of all update of the NISPOM and DoD requirements, create posters to share with your site. 

You will want to tailor the material to meet the needs of  experienced cleared personnel. Methods you might want to include could be Group briefings, here you can provide Interactive videos, do Training sessions, offer Online courses, provide Job performance aids, send out Bulletins thru emails. Put out a newsletters to inform the employees the of the current security threat. Share the articles that come from DSCA or the Case studies from CDSE. My point is to share the information you are receiving, don’t just file it away. Use it to educate your employees. 


Get out there and talk to your personnel,  Keep your employees in the know. Use the case studies to share with your employees. One of the ways here at our site we post the case studies in the restrooms, I receive lots of feedback on these articles. 
Keeping them inform of what could happen when policies are violated. Remember our goal is to keep them informed and so they don’t make the News headlines

You will want to Maintain Attendance Records, have a system in place for tracking all types of training, Here at our site we Use SIMS as our system of record. 


 



« Self Reporting

* Reporting on others

« Suspicious contact

* Foreign Travel

« Someone is “Willing to Pay” for classified or

» Security violation or infraction
* Adverse Information
« Change in name, residence or marital

Reporting Obligations/Continuous Evaluation

Trust and Responsibly
REPORTING

sensitive information

status
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Self reporting – you have noticed that a secured container has been left open, or you suspect a compromise of classified information, there has been classified material that has been left unattended. You must report it. 

Suspicious Contact – This could be an attempt by any individual to access information without the need-to-know, regardless of nationality to obtain illegal or unauthorized access to classified or company proprietary information,  or to compromise an employee. 
Such as if someone approaches you and request information pertaining to classified or sensitive information when that person doesn’t  have a legitimate “Need-to-Know” and or is willing to “Pay” you for such information. 
Watch for people staying later hours, carrying company material home with them, 
One of your colleague starts showing up with expensive gifts. Again, this could lead them to become a traders or spy, they may offer you money,  
to others  this could look good, and then you start putting yourself into situations that aren’t safe, also known as the danger zone. 


Foreign travel, Cleared personnel are required to report personal and business foreign travel. 

Adverse information – arrested or detanted by any law enforcement agency, a speeding ticket greater than $300.00 Unfavorable financial situation, such as bankruptcy, garnishments of wages or excessive indebtedness. Unexplained affluence anything from outside your personal financial or income channels, sudden wealthy lifestyle without an increase in salary like family monetary gifts, inheritance or winnings over 10k. Uncontrolled  use of substance such as alcohol, prescription drugs or illegal narcotics. Treatment and counseling for mental or emotional disorders 

Change in name, residence or marital status has changed, when a employee no longer has a need for a security clearance, or you become a representative of a foreign interest. 



Customer Training
Requirements

 Know the DD254 contract requires
» Specific security requirements for
particular job.
* Initial Briefing,
» Refresher Briefing,
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DD254 - know what is required by the DoD  what your Facility Security Clearance level of requirement is,  what the level of safeguarding for classified information and material requirement are. Does your facility handle COMSEC ( Communications Security), or Special Access programs, you will need a clear understanding to ensure that you provide the proper training. 


Specific security requirements for a particular job. - Review what the company has put in place for DoD contracts in order to stay in compliance with the NISPOM, for instance ours require that there is an Initial Briefing, that Includes Threat awareness, defensive security, overview of classification systems, employee reporting, security procedures and duties, Employees awareness of the DoD Hotline put posters up, Visitor control, one of our process is to validate all classified visits thru the DISS system.  As you can see it follows the 32 CFR 117. 






Termination
Briefing/Debriefing

« Employee terminates
employment or is discharged

 Employee’s access is
terminated, suspended, or
revoked

* Requirement to report
unauthorized attempts to gain
access

» Civil and Criminal penalties for
violations.
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Termination Briefing/Debriefing the  32 CRF 117.12- I States Contractors will debrief cleared employees and update the debriefing in the appropriate contractor records when access to classified information is no longer needed. 
When An employee terminates their employment or is discharged, or when an employee’s access is terminated, suspended, or revoked.  

Termination briefings should communicate the continued responsibility to protect classified information it is also a continued requirement for individuals to report unauthorized attempts by unauthorized individual to gain access to classified information, prohibited from retaining classified material,  remind them of the civil and criminal penalties for the violations is still in effect after resigning or being discharged. 

Stay in touch with the HR department, they are the first to know who is leaving the company, ask them to place you on there notification list. Keep your system of records up to date. 




Effective Security
Education Program

« Motivate personnel to be proactive in
the execution of their security
responsibilities

» Encourage personnel to remain alert
to security threats and vulnerabilities

» Inform personnel about security
program policies and requirements
and security responsibilities

 Instruct personnel on the protection of
classified national security information




Tips to Promote
Security Awareness

* Train employees

« Manager/Executives on board

« Change the culture

» Educate and Inform

* Motivation

» Offer computer-based security training

« Make security FUN
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Train employees to recognize security-robbing behaviors in themselves and others. 
Bring management into the program, Make sure the company’s top executives understand and support security awareness initiatives. 
Involve employees in setting security goals, and make sure everyone understands what the lack of good security can mean. 
Educate and inform, Continued training thru out the year, have poster place thru out the site, send out newsletters thru emails or place them in the company newsletters keep providing training to all employees even if it is online training.
Motivation, encourage security roundtable discussion, where employees and management discuss risks to the company based on news reports they might have seen. Or even the recent hackers and virus attacks these make good security discussion. Bring in outside speakers, from FBI, NCIS, DCSA they always have the up-to-date information and is always a winner here on our site. 
Make security FUN, When bringing in outside speakers, make it a pizza day, provide games, CDSE has several games you can share with your employees, these help to rise the level of awareness,  do giveaways for the first 10 people who complete the game. 
During Security Awareness Month we did giveaways to the first 5 people who completed the Scavenger hunt game it was fun exciting and provided helpful tips on how to report Suspicious activity, who is your FSO, 
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____Success of an
Effective Education &
Training Program

 Follow the security rules and
regulations.

» Understanding the magnitude
and complexity of the foreign and
domestic threats that makes
these rules and regulations
necessary.

 Motivation
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After you’ve set a strong policy and held awareness training to get the message out there, the next step is making sure that people remember it. 
A successful message must be real, engaging, and easy to understand. 
There are Three essential ingredients go into creating a successful security awareness program that works. 
Follow the security rules and regulations, It must convincingly demonstrate that security breaches don’t just adversely affect the organization but can also harm an individual employee. 
Understanding the magnitude and complexity of the foreign and domestic threats that make these rules and regulations necessary. It must focus on and consistently reinforce the fundamentals of strong security practice, repeatedly in different and creative ways. 
Motivation - It must draw people in by appealing to issues important to your employees. 




Resources

« CDSE Center for Development of Security
Excellent

« DCSA Department Counterintelligence &
Security Agency

« NCMS

» Newsletter
» The Cyber Shield
« NCMS Bulletin
- DCSA

* Florida Industrial Security Working Group
(FISWG)

 NCIS Naval Criminal Investigative Services
» National Security Institute — IMPACT
* Local Legal Departments
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CDSE – Center for Development of Security Excellence great resource for training, videos, posters, Job-aids case studies, 
DCSA- Defense counterintelligence and Security Agency reach out to your DCSA Rep they have  Lots of information, Ask them to come to your site and do a briefing to upper management. Or even a lunch and learn. 
NCMS, Inc
 Florida Industrial Security working Group (FISWG)
The national Security Institute – Impact provides posters that you can order, they also have news articles for you to inform your employees with. 

Department of Homeland Security 
Provide a tour to your local law departments, Fire and rescue, sheriff department. 
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