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ISSM 101 
for 

DCSA Authorized Systems



STRATEGIC PLANNING DURING THE 
CONTRACTING PHASE

• Key information from your DD254

• Termination Date or Period of Performance Date (POP)

• Caveats



Legacy 
(Non-Supported) 
systems

•Windows XP, 7 
embedded

•Older Linux versions
•Risk 

Acknowledgment 
Letters (RALs)



Open-Source 
Software

• Difference between 
Freeware and Open-
Source

• Add open-source 
software in the DD254



SECURITY CLASSIFICATION 
GUIDES (SCG)

• Latest revision

• Cybersecurity requirements 
(Prevent a SPILL)

• Clearance requirements



Document all actions 

• Maintenance

• Auditing

• Media Transfers

• Media Control Plan

• Encrypted Classified Shipments

• Track Changes (CCB)

CONTINUOUS MONITORING PROGRAM



EMASS SUBMISSIONS BEST-
PRACTICES

• Ensuring the submission is complete 
• MUSA 277/120 NAOs

• P2P    316/   81 NAOs

• C/S     388/    9 NAOs

• Proactive planning and submission
• 90 days

• 120 Preferred



THANK YOU FOR YOUR TIME!!

Jose Neto

407-715-7392

JNeto@PC-Warriors.com

Questions ?
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