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Security Review Background

Information Security Oversight Office Letter
Security Review Defined
Benefits of Security Review

Periodically refine the security review methodology to
ensure processes align to national level policy

Establish consistent, repeatable, and scalable security
review procedures (by the field for the field)
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Security Review Model Overview

« Aligns to minimum policy requirements outlined in DoDM
5220.22, Volume 2

« Functions within the DCSA charter of compliance while
Identifying risks posed throughout classified contract
performance

* Incorporates best practices from previous security review
models (e.g., DSS in Transition, Risk-based Industrial
Security Oversight, Security Vulnerability Assessments)

* Prioritizes security reviews based on national level priorities
(l.e., DoD Ciritical Program and Technology List) and risk
management
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Security Review Objectives

Review internal
processes

Evaluate NISPOM
compliance to identify
vulnerabilities and
administrative
findings

Discuss approach
vectors applicable to
the facility and assess
countermeasures

Advise the contractor
on how to achieve
and maintain an
effective security
program

Assess corrective
actions taken by the
contractor to mitigate
previously identified
vulnerabilities

Rate the facility’s
security posture

Evaluate classified

information system

plans, artifacts, and
security controls

(when applicable)
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Security Rating Model Overview

Criteria-based system that aligns processes, terms and definitions,
and minimum requirements to national level and DOD policy

Scalable, repeatable, transparent, and defendable process

Clear standards to ensure consistency with ability for professional
judgement

Process is supported by information (evidence) collected, or
knowledge obtained, during normal progression of security review

Five-tier ratings and no enhancements (compliance-first, whole-
company approach)

Process-based rating replaces numeric score

Designed to give all contractors the same opportunity to achieve a
higher level rating
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Security Rating High-Level Process Flow

Compliance-first model

General

Conformity

Operating in a state of
general conformity means
there are no critical
vulnerabilities, systemic
vulnerabilities, or serious
security issues.

Whole-company approach

Security Posture Categories

NISPOM Implementation

Management Support
Security Awareness
Security Community

Assess Category
Criteria

Coordinate
Security Rating

SUPERIOR
COMMENDABLE
SATISFACTORY
A

i
i
v

Assign Category
Ratings

Assign
Coordinated
Security Rating

UNSATISFACTORY

Overall security
rating is equivalent to
the lowest assigned
category rating of
Superior,
Commendable, or
Satisfactory.

Assign Overall
Security Rating
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Security Rating Step-by-Step Process ’ Eéas

Using the information collected and knowledge obtained during the normal
progression of the security review, DCSA personnel:

Rate Assign

Determine

Analyze

Security General C'Aéstcsa(gezfy Security Overall

Review Conformity At Posture Security
Results Status , Categories /7 Rating

R
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https://www.dcsa.mil/mc/ctp/srrp/

Category Reference Cards

AND RATINGS

CATEGORY REFERENCE CARD

NISPOM IMPLEMENTATION » Security Posture Category

Facility ganzi fully, and effectively i NISPOM requi ing; in the highest caliber of security posture. —

A

= Facility proactively mitigates and promptly discloses to DCSA any identified vulnerakbili

since the kast security review.

= DCSA identifies no oritical wulnerabilities, systemic vulrerabilities, or serious security issues during the security review.

. At mast, DCSA identifies » single solated serious vulnesability during the security review at faciities with comples sperations
{na wulnerabilitizs at faciltizs without complex aperstions).
[-4
c B Appointad sacurity persannal fully and aFactivaly pecform thei Cuties and ressonsiziites. . . .
N - Facility effectively documents and implements security procedures to protect clazified infarmation and classified information systems >— S u e rl Or Level ( rlte r‘l a
& {ss applicable].
I, Facility customizes formal seH-inspections to facility aperatians and conducts them in & security review-like fashion to identify gaps in

security controls, determine effectiveness in implemented procedures, and to update processes sccordingly.

= Faci revizws the security program on 8 continuing basis and consistanthy implements an effective continuous manitaring program for
lazsified information systems considering changing thrasts, vulnerasilties, technologies, and mission/business perations (25 applicable).

= Facility consistantly and =fectivaly implements s risk-based szt of managameant, operational, and technical controls to protect the
canfidentiality, integrity, and availability of classified information systams [if spplicable). -

Facilivy fully and efectively erits NISPOM regui resulting in an exemplary security posture. T
= DCSAidentifies no critical vulnerabilitias, systemic vulnerabilitias, or sericus security issues during the security review.
= At most, DCSA identifies a singhe isolated serious vulrersbility during the security review.

- Asgointed security persannel effectively perfarm their duties and responaisilities.

=  Facility sffactively implements seourity procadures to protect dassified information and classified information systems [as applicable).

T, = Commendable Level Criteria

effectiveness of implementsd procedures, and to update processes accordingly.

Facility raviews the sacurity pragram on  continuing basiz and implamantz an affectiva continuaus manitoring sragram far clazsified
infarmation systems corsidering changing threats, wulnerabilities, technalogies, and mission/business functians [if applicable).

- Facility effactively implements a risk-based set of mansgement, operational, and technical contraks 3 pratect the confidentiality, integrity,
and suailabifity of clazsifiad informatian syztems (i applicable].

Facility is in generg| confgrmity with the basic terms of the NISPOM resulting in sn scceptable security posture. N
. = DCSA identifies no critical wulnerabilities, systemic wulnerabilities, or serious security issues during the security review.
= At most, DCSA identifies isolated serious vulnerabalities in one or more szcurity 2lements of the oversll security program.
*  Agpointed security parsannel adequataly serform thaeir duties and rezponsibilities. >_ S t' f t L | C 't -
Facility implements a system of security controls to protect classified information and classified ifarmation systems a IS aC O ry eve rl e rl a

Facility haz seff-inzpaction and continuaus monitoring grograms |az applicable].

SATISF

=  Facility has a risk-based sat of management, operational, and technical controls to protect the confidentiality, integrity,
and svailability of claszified systems (if applicabls).
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Roadmap to a Superior Rating

o NISPOM IMPLEMEMTATION

Facility consistently, fully,
and effectively implements
NISPOM requirements
resulfing in the highest
caliber of security posture.

o SECURITY AWAREMNESS

Documented and
implemented procedures
heighten security awareness

of confractor personnel.

Generdl
Conformity

o MANAGEMENT SUFFORT

Facility maintains a
sustained high level of
management support for
the securty program.

SECURITY COMMUNITY

Facility fosters a spirit of
cooperation within the
securnfy community.

SUPERIOR
SECURITY RATING

All facilities have an
opportunity to achieve a
superior level rating.

Refer to the Category
Reference Cards and
Roadmap to a Superior
Rating document located
on the DCSA Security
Review and Rating

page.

https://www.dcsa.mil/mc/ctp/srrp/
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https://www.dcsa.mil/mc/ctp/srrp/

Security Rating Sheet

Security Rating Sheet

Facility Name: Ulfy. LLT Date: #/7/21
CAGE Code: 12xx1 Category: D Complex": Yes
Critical Vulnerabilities? 0
Serious Vulnerabilities® [Systemic) o
Security Review Serious Vulnerabilities [lsclated) 1
Results Overview Sefious Security Issuest 0
Administrative Findings* 2
General Conformity* Yes
NISFOM Implementation Category Satisfactorny
Management Support Category Commendable
::ﬁ:g%sg:::’g: Securty Awareness Category Commendable
Security Community Category Superior
Owverall Security Rating” Safisfactory

\Compiex operati
Owersight

indioates o fasiity is nof assgned fo, or efgible for an csignment fo, fie National Access Esewhers Seourify
ESOC).

ACrifioal vulnerobilty indicates classifed nformaotion has gireody been, oris af imminent rsk of being, losf or compromised.
Zerous vuinerabilty indicate: oiomified informafion & in donger of joss or compromize.

iSerious security issue i an FCL relevant vuinerability fhat without miligation would affect a facility's abiity fo obiain and mainfain @
FCL. Serious security isswes may resuit in an invalidation or revooation.

finding is an idenfified insfance of MISPOM non-complance that does not puf olassified information ot risk of loss or

= in general compliancs w
had no crifical vwinerabilties, sysfemio vwinerabilties, or sefous secwrity issues i zd during fhe seourty review.

Fawiity is assigned one seourty rafing. All oriferia must be met ai, or above, the rafing level fo be asigned the rafing. To suppert
=5 improvement efforz and fansporenoy puoses, category rofings are provided: however, the crersl rofing oonnot
exceed the lowest cotegery rating.

Mote: This rating summeary is based on activifies ard findings of the amocicted secunty review. Refer to addifional security
review arfifocts for more information.

» Facility Information

— Security Review Results

Category Ratings and
Overall Security Rating

= Terms and Definitions
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Resources

Additional information related to the security review and rating
process, including the below webinars, are available at
https://www.dcsa.mil/mc/ctp/srrp/

« CDSE “Understanding the DCSA Security Review and
Security Rating Process” webinar recorded on June 24, 2021

« DCSA “Security Rating Process” webinar recorded on
September 16, 2021
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https://www.dcsa.mil/mc/ctp/srrp/

Questions

Thank you for your participation.

For more information visit the
DCSA Security Review and Rating page at
https://www.dcsa.mil/mc/ctp/srrp/.
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