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U.S. Department of Justice 








Federal Bureau of Investigation








Tampa, Florida 33609

Dear Security Professional:

In support of its Counterintelligence Strategic Partnership Program, the Federal Bureau of Investigation will join forces with the Florida Industrial Security Working Group (FISWG) to host a Spring 2014 Research and Technology Protection (RTP) Conference for Facility Security Officers, Computer Security and RTP Professionals.  Your facility, along with other Central Florida area Department of Defense Contractors and University Program Managers, are invited to attend this special event. Unclassified presentations will address cyber security, Chinese cyber attacks, nation-state and criminal enterprise cyber capabilities and intentions, plus CI threats from Iran.

The Conference is planned for Wednesday, April 23, 2014. Registration for visitor's badges will begin at 8:00 AM.  Conference will begin promptly at 8:30 AM and conclude circa 1:15 PM.  It will take place at LOCKHEED MARTIN, MISSION SYSTEMS AND TRAINING, 100 Global Innovation Circle, Orlando, Florida 32825.  A facility map is included with this letter.  In order to bypass the Visitor's Center and streamline the check-in process, please pass through the far left entrance lane where security personnel will check your identification and direct you to proceed to the main lobby (E-3 Lobby), where a representative will let you in the door.  At that time, you will receive your visitor's badge and check in for the conference.  There is Visitor Parking in Parking Lot 6 (facility map). 

This letter includes an agenda of the day's events.  Our keynote speaker is Kevin Mandia, instructor and lecturer, a pioneer in Incident Response and Computer Forensics, author of numerous text books on cyber intrusions.  In 2004, Mandia founded Mandiant to focus on helping organizations detect, respond to, and contain computer intrusions—making Mandiant the first company with incident response as its core competence.  In January, 2014, FireEye, a network protection company, acquired Mandiant and named Kevin Mandia as the senior vice president and chief operating officer of FireEye.

Kevin Mandia and his firm Mandiant are best known for its APT1 Espionage Report.  On 18 February, 2013, Mandiant released a report documenting evidence of cyber attacks by the People’s Liberation Army (specifically Pudong District, Shanghai-based PLA Unit 61398) targeting at least 141 organizations in the United States and other English-speaking countries extending as far back as 2006.  In the report, Mandiant refers to the espionage unit as APT1. 

Our second presenter will be SA Stacy Arruda, FBI counterintelligence (CI) Agent with a background in cyber investigations.  Arruda will discuss CI issues and threats emanating from Iran and its technology collection efforts. 
Please complete the attached RSVP form no later than April 15, 2014.  It is preferable that you e-mail your RSVP response to FISWG representative Stephen Abounader at Stephen.Abounader@lmco.com, or send it via FAX: 407-356-0919.  Please RSVP as soon as possible as seating is limited to the first 120 responders.  Due to space limitation, please restrict the number of attendees from your facility to no more than two (2) individuals.  Additional attendees may be accommodated after April 18 by calling J. Patrick Laflin, FBI Domain/SPC, 813-253-1029, or Steve Abounader at 407-356-7507.  You can also request information via email, James.Laflin@ic.fbi.gov  

The FBI’s Counterintelligence (CI) Strategic Partnership Initiative is an outreach program which fosters communication and awareness with key public and private entities, by educating, and enabling our partners to identify what sensitive information and technology is at risk and how to protect it.  Your sensitive research, much of which occurs in the unclassified realm, is the key to our nation’s global advantage, both economically and militarily.  The information which will be discussed during the upcoming RTP Conference will enhance your understanding of the threat posed by foreign intelligence services and foreign competitors.
                                                                                   Sincerely,
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Paul Wysopal
Special Agent in Charge

Tampa Division FBI

[image: image4.png]


[image: image5.jpg]>




Florida Industrial Working Group (FISWG)

Spring 2014 Conference

Domain Awareness 

Research Technology Protection Conference

Lockheed Martin Mission Systems & Training 

April 23, 2014
8:00 am - 8:30 am
Registration and refreshments
8:30 am - 9:00 am
Welcoming remarks
Steve Abounader, Lockheed Martin

Paul LaCotti. LM  GTL

Robert Geeslin, ASAC, FBI Orlando

Pat Laflin, FBI Tampa Strategic Partnership Coordinator

9:00 am – 10:00 am
State of the Hack 
                                    Kevin Mandia, Mandiant/FireEye
10:00 am - 10:15 am
  Break - refreshments
10:15 am – 11:15 am
  State of the Hack 
 Kevin Mandia, Mandiant/FireEye
11:15 am – 11:30 am    Break –refreshments 
11:30 am – 1:00 pm    Iran – Counterintelligence and Cyber Concerns 
  Stacy Arruda, SA, FBI Tampa 
1:00 pm –                    Closing Remarks

                                     John Tatum, DSS, Field Counterintelligence Specialist
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